Pacific Forensic
Model Provisions

900-1-000000-00-0

(Print)

900-1-000000-00-0

(Online)

© Commonwealth of Australia 2015
All material presented in this publication is provided under a Creative Commons Attribution 3.0
Australia licence (www.creativecommons.org/licenses).
For the avoidance of doubt, this means this licence only applies to material as set out in this
document.

The details of the relevant licence conditions are available on the Creative Commons website as is
the full legal code for the CC BY 3.0 AU licence (www.creativecommons.org/licenses).
Use of the Coat of Arms
The terms under which the Coat of Arms can be used are detailed on the It’s an Honour website
(www.itsanhonour.gov.au).
Contact us
Enquiries regarding the licence and any use of this document are welcome at:
Commercial and Administrative Law Branch
Attorney-General’s Department
3–5 National Cct
BARTON ACT 2600
Call: 02 6141 6666
Email: copyright@ag.gov.au

Contents
Acronyms and abbreviations

2

Executive Summary

3

Introduction		

4

Chapter 1 – Pacific Forensic Legislation Review

5

Key findings of the Review

7

Legal benchmarks for forensic laws in Pacific Island countries

7

Recommendations of the Review

8

Chapter 2 – Model provisions for the collection and use of forensic evidence

11

Introduction		

12

Methodology		

12

Part 1 – Model provisions for the protection and collection of forensic evidence
from crime scenes

14

Part 2 – Model provisions for the collection and use of electronic evidence

31

Part 3 – Model provisions for the collection and use of identifying particulars

57

Part 4 – Model provisions for the ways in which forensic experts may give evidence

88

Chapter 3 –	Implementing the model provisions

93

Guide to policy development

94

Undertaking a gap analysis

94

Stakeholder consultation

95

Appendix A		

96

Appendix B		

97

Pacific Forensic Model Provisions | 2015

1

Acronyms and Abbreviations
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AGD

Australian Attorney-General’s Department

AFP

Australian Federal Police

Convention

Council of Europe Convention on Cybercrime

PAFIS

Pacific Automated Fingerprint Identification System

PFWG

Pacific Forensics Working Group

PICP

Pacific Island Chiefs of Police

PICs

Pacific Island countries

PILON

Pacific Island Law Officers Network

PNG

Papua New Guinea

PPDP

Pacific Police Development Program

Review

Pacific Forensic Legislation Review

Executive Summary
For effective law
enforcement, Pacific police
need modern laws that keep
pace with their growing
forensic capability.
The Australian Attorney-General’s Department
(AGD) has prepared these model provisions
to facilitate law reform in the collection and
use of forensic evidence by Pacific Island
countries (PICs).
The model provisions were requested by the
Pacific Islands Chiefs of Police (PICP) Pacific
Forensic Working Group (PFWG) after the
completion of the Pacific Forensics Legislation
Review (Review) in 2014. The Review found that
most PICs lack many of the legal powers they
need to use modern forensic techniques and
recommended a regional approach be taken to
drive law reform through the development of
model provisions.
Chapter 1 summarises the work undertaken in
the Review that led to the development of the
model provisions. The Review:
•

examined the way forensic evidence is
being collected and used in PICs

•

identified a range of legal benchmarks that
Pacific laws should address to facilitate the
effective and appropriate use of forensic
evidence, and

•

analysed the extent to which forensic laws
in five focus countries met the identified
legal benchmarks.

Chapter 2 sets out the model provisions
accompanied by explanatory commentary on
each provision and the intention behind the
drafting.
The model provisions consist of:
•

laws for the protection and collection of
forensic evidence from crime scenes

•

laws for the collection and use of
electronic evidence

•

laws for the collection and use of i
dentifying particulars

•

laws for the ways in which forensic experts
may give evidence

Explanatory diagrams and tables for the model
provisions are included in the Appendix.
Having considered the model provisions,
chapter 3 provides guidance on how the model
provisions can be implemented to address
legal gaps in ways that are appropriate for
and tailored to each individual PIC. This
includes guidance on policy development,
conducting a gap analysis and stakeholder
consultation. Upon request and subject to
available resources, AGD may be able to
provide countries with bilateral assistance to
implement the model provisions.
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Introduction
At the PICP PFWG meeting in
May 2013, police officers from
a number of jurisdictions
expressed concern that
their laws were not keeping
up with their forensic
investigation capabilities.
Outdated legislation can lead to uncertainty
for police about whether their powers extend
to the collection and use of modern forms of
forensic evidence that were not contemplated
at the time the legislation was drafted. These
uncertainties create the possibility that
evidence may be challenged and found to
be inadmissible in court, resulting in crimes
going unpunished.
Given these concerns, in August 2013, the
PICP agreed that reviewing Pacific legislation
relating to forensic evidence was a regional
priority. The PFWG requested the assistance of
AGD with this review.
The Pacific Forensic Legislation Review
(Review) examined the way forensic evidence
is being collected and used in PICs, now and
likely future developments. It also identified
a range of legal benchmarks that Pacific laws
should meet, to facilitate the effective and
appropriate use of forensic evidence.
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The Review recommended that a regional
approach be taken to drive law reform through
the development of model provisions for the
collection and use of forensic evidence by
PICs. PICs would then be able to draw on the
model provisions to address legal gaps in ways
that are appropriate for, and tailored to, their
individual countries’ circumstances.
The Review was endorsed by PICP in October
2014. PICP agreed that model provisions
should be developed and that assistance
should be sought from AGD to draft the
model provisions.
AGD’s involvement in the development of model
provisions is performed under the Australian
aid funded Pacific Police Development Program
(PPDP). Under the PPDP, the AFP and AGD
work together to build the capacity of Pacific
police organisations to promote community
safety, stability and security. AGD’s role in
PPDP includes providing assistance to PICs
to develop and implement robust regulatory
frameworks for policing.

Chapter 1

Pacific Forensic Legislation Review
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Pacific Forensic
Legislation Review
A forensic investigation is
a criminal investigation in
which a process or technique,
generally based on science, is
used in order to help analyse
evidence gathered by police.
This includes crime scene investigation,
fingerprinting, DNA analysis, chemical
criminalistics, ballistics, document
examination, facial identification and electronic
forensics (the recovery of information from
computers and other electronic devices for
law enforcement purposes). Police in PICs
have varying levels of forensic expertise. Their
use of forensic evidence generally spans the
following five areas: crime scene investigation
and photography, fingerprinting, DNA analysis,
drug identification and ballistics. Where a
high profile investigation requires specialised
forensic techniques that are beyond local
capacity, there is a trend towards enlisting
assistance from foreign forensic experts, such
as foreign DNA analysts.
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The use of forensic evidence by PICs is likely
to change in three key ways over the next
10-15 years. First, the use of fingerprinting
will probably increase as more PICs are
incorporated into the Pacific Automated
Fingerprint Identification System (PAFIS)
network. Secondly, requests for foreign
assistance with DNA analysis are likely to
grow, especially for investigations involving
sexual assault and domestic violence. Finally,
as internet usage in the Pacific increases
and record keeping becomes increasingly
computer-based, there will be a growth in
electronic forensics. Reliance on electronic

forensics to recover electronic records will
be increasingly important for investigations
into fraud, corruption and other offences
involving dishonesty.
These developments in forensic evidence
must be accompanied by a corresponding
development in laws relating to the collection
and use of forensic evidence. Without modern
laws to support the collection of forensic
evidence, law enforcement will not be as
effective as it can be. Crimes may not be
prosecuted because key evidence cannot be
lawfully collected or used as evidence in court.
For example, in order to use forensic evidence
to investigate and prosecute offences, police
need powers to collect forensic evidence from
crime scenes and other premises reasonably
suspected of containing evidence of offences.
Without express powers in legislation allowing
police to enter and search private places
and seize items that may be evidence of an
offence, this type of police conduct is likely to
be unlawful, exposing the police and the State
to liability and rendering any evidence seized
inadmissible in court. Similarly, a police officer
who seizes the property of another person
without an express power in legislation to do so
may be liable for theft.
In light of these developments in the use of
forensic evidence, PICP PFWG requested a
review of Pacific laws on the collection and use
of forensic evidence – the Review.

Key findings of
the Review
The Review was carried out by AGD in 2014 and
consisted of a desk-top review, consultations
with officials from AGD and AFP, face-to-face
consultations with PICP PFWG representatives,
gap analyses and the development of legal
benchmarks for the collection and use of
forensic evidence.
The Review found that most PICs lack many
of the legal powers they need to use modern
forensic investigation techniques. The Review
also found that some PICs (like the Solomon
Islands) have effective forensic provisions
which other PICs could use as a model.

Legal benchmarks for
forensic laws in Pacific
Island Countries
The Review identified a range of legal
benchmarks as key issues that Pacific laws
could address to facilitate the effective and
appropriate use of forensic evidence. The
benchmarks were divided into four categories:

The model provisions should:
•

meet the legal benchmarks identified in
the Review

•

be based on good forensic provisions
already existing in PICs, and

•

be developed in consultation with police,
prosecutors and legal policy officers.

PICs will then be able to draw on the model
provisions to address legal gaps in ways that
are appropriate for, and tailored to, their
individual countries.
Adopting a regional approach to law reform
will drive efficiencies by harnessing collective
efforts to undertake law reform, and helping
those PICs that have not yet updated their
laws to learn from PICs that have. A regional
approach will also promote greater consistency
in Pacific forensic laws, making it easier for
law enforcement agencies from different PICs
to request and obtain evidence under mutual
assistance processes.

1. protection and collection of forensic
evidence from crime scenes (8
benchmarks)
2. collection and use of electronic evidence (6
benchmarks)
3. collection and use of identifying particulars
(11 benchmarks), and
4. mechanisms for forensic experts to give
evidence (2 benchmarks).
For ease of reference, the benchmarks are
reproduced below.
Recommendations of the Review
The Review recommended that a regional
approach be taken to drive law reform through
the development of model provisions for the
collection and use of forensic evidence by PICs.

Pacific Forensic Model Provisions | 2015
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Pacific Island legislation — Legal benchmarks
1. 	Laws for the protection and collection of forensic evidence from CRIME SCENES
No.

Benchmark

1.1

Legislation should give police officers the power to enter any place without a warrant for the purpose of establishing
a crime scene where the police officer suspects, on reasonable grounds that:
(a)	a serious offence has been committed in that place, or there may be evidence of significant probative value of the
commission of a serious offence in that place, and
(b)	the place needs to be protected to enable police to preserve, search for and gather evidence of the commission of
the offence.

1.2

Legislation should give police officers the power to remain at the place outlined in benchmark 1.1 without a warrant for
the time reasonably necessary to decide whether to establish a crime scene, and to conduct a preliminary inspection of
the place for the purpose of determining whether a crime scene should be established.

1.3

If a police officer decides to establish a crime scene at a place outlined in benchmark 1.1, that officer should have the
power to do so by identifying the boundaries necessary to protect the crime scene and marking those boundaries, and to
protect anything at the crime scene from being damaged or interfered with.

1.4

Legislation should make it a criminal offence to:
(a) tamper with a crime scene or potential evidence at a crime scene (unless authorised by law to do so)
(b) disobey a lawful direction from a police officer in relation to a crime scene, or
(c) intentionally obstruct a police officer from exercising crime scene powers.

1.5

Legislation should include safeguards to ensure that crime scene powers can only be exercised for such period as is
reasonably necessary to obtain any required warrant or authorisation and conclude a forensic investigation.

1.6

Legislation should give police the power to conduct a forensic investigation at a crime scene at a private place where a
warrant or other form of authorisation has been obtained. Prescribed processes for applying for, and granting, warrants
or other authorisations must be conducive to effective implementation in all situations, including by police on remote
islands, and outside business hours where there is an urgent need. This may require broadening the category of persons
that may issue warrants, or allowing warrants to be applied for and issued by telephone or other electronic means.

1.7

Legislation should ensure that police powers to conduct a forensic investigation at a crime scene are broad enough to
encompass the full range of activities that may need to be undertaken, including to:
(a) take photographs or a video-recording of the crime scene or items within it that may be of evidentiary value
(b) search for and seize items of evidentiary value
(c) search for and record prints found at the premises
(d) take samples of things found at the premises for forensic purposes, and
(e) 	use resources, such as electricity or gas, at a crime scene to the extent that it is reasonably necessary to do so to
conduct the investigation.

1.8

Legislation should give police the power to use reasonable and proportionate force against individuals or property
to the extent that it is necessary to do so in order to exercise police powers relating to crime scenes, and other police
powers relating to forensic investigations.

2. 		Laws for the collection and use of ELECTRONIC EVIDENCE
No.

Benchmark

2.1

Legislation should ensure that police search and seizure powers are broad enough to allow police, or technology
experts assisting police, to:
(a) operate electronic equipment found at the premises (such as computers or mobile phones), and
(b) 	make electronic or printed copies of any or all of the data accessed from that equipment (including data stored
remotely, such as emails on a web-based account), where there are reasonable grounds to believe that the data will
contain evidence of the offence to which the warrant relates.
Legislation should include privacy safeguards to ensure police can only lawfully access and use the data collected for
the purpose of searching for, and seizing, evidence of an offence.
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2. 		Laws for the collection and use of ELECTRONIC EVIDENCE
2.2

Legislation should:
(a) 	give police the power to take away electronic equipment reasonably suspected to contain data that constitutes
evidence of an offence if it is not practicable to make electronic or printed copies of the data at the warrant premises,
having regard to the time it would take to copy the data and the availability of the technical expertise that would be
required to do so
(b) 	include a timeframe within which the removed equipment must be returned (for example, 7-14 days) and provide a
mechanism by which police may apply to have this timeframe extended if more time is reasonably required to analyse
or copy the data contained on the equipment
(c) 	require police to provide written notification to the occupier of the warrant premises advising that electronic
equipment has been taken away for analysis and the timeframe within which it is required to be returned
(d) require police to take reasonable care not to lose or damage the equipment while it is in police possession, and
(e) 	allow police to retain the electronic equipment in circumstances where possession of the equipment would
constitute an offence (e.g. if the electronic equipment has been stolen, or contains illicit material such as
child pornography).

2.3

Legislation regarding search warrant powers should:
(a) 	contain a mechanism for compelling a person with knowledge of electronic equipment or an electronic device
found at the premises to provide any information or assistance necessary to allow police to access data:
i.

held on the equipment or device (for instance, by requiring them to supply a password or encryption key), or

ii.	which is accessible from the equipment or device but is stored remotely (such as a password required to access
emails stored on a web-based email account ),
in circumstances where there are reasonable grounds to believe that the equipment or device, or the remotely stored data
which has been accessed from it, may contain evidence of the warrant offence, and
 ake it an offence for a person to fail to comply with a lawful order or direction from police to assist in this way, with a
(b) m
maximum penalty that is sufficient to encourage compliance by a suspect who is being investigated for a serious offence.
2.4

Legislation should give police powers to direct telecommunications companies to provide records for law enforcement
purposes. Such powers will need to be accompanied by appropriate safeguards to balance rights relating to privacy.

2.5

Subordinate legislation, or Court Rules, should give guidance about the form in which telecommunications data should
be presented in court in order to be admissible as evidence.

2.6

Legislation should allow mutual assistance requests to be made to foreign countries so that telecommunications
records from foreign countries can be obtained where they may constitute evidence of an offence.

3. 	Laws for the collection and use of IDENTIFYING PARTICULARS from suspects and other persons
No.

Benchmark

3.1

Legislation should clearly set out the types of identifying particulars that police may collect from suspects, including
prints of the person’s hands, fingers, feet or toes, photographs, body measurements, voice recordings, samples of
handwriting, and biological samples (see benchmarks 3.8-3.11 for further details on biological samples).

3.2

Legislation should clearly identify the categories of person from whom identifying particulars may be collected, and
should include:
(a) 	a person who is in lawful custody on a charge of having committed any offence (noting higher threshold for collection
of biological samples in benchmark 3.10)
(b) a person who has been convicted of an offence and is serving a custodial sentence
(c) a person who has given informed consent to their identifying particulars being taken
(d) 	a deceased person, where necessary for the purposes of identifying that person or for criminal investigation
purposes, and
(e) a person required by way of court order to submit to the taking of identifying particulars, who is either:
i.

reasonably suspected of having committed an offence

ii.	a person who has been convicted of an offence punishable by imprisonment or another specified
non-imprisonable offence

3.3

iii.

a child or person with impaired mental capacity (see benchmark 3.4 for further details), or

iv.

the subject of a mutual assistance request for identifying particulars from a foreign country.

Legislation should include safeguards to ensure that where the taking of identifying particulars necessarily involves
invasive procedures, such as visual inspection or touching of areas of the body that are usually covered by clothing, they
are required to be conducted in a manner that is as respectful as possible of the privacy and dignity of the person.

Pacific Forensic Model Provisions | 2015
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3. 		Laws for the collection and use of IDENTIFYING PARTICULARS from suspects and other persons
No.

Benchmark

3.4

Legislation should include special safeguards for the collection of identifying particulars from a child or a person with
impaired mental capacity, including that:
(a) 	where the child or person with impaired mental capacity is a suspect, an order from a judge or other authorised
person must be obtained before particulars are taken
(b) 	where the child or person with impaired mental capacity is a volunteer, a parent or other capable relevant adult
has given their informed consent, or a court order has been obtained permitting these particulars to be taken, and
the child or person with impaired mental capacity must be accompanied by a support person of their choice while
identifying particulars are taken.

3.5

Legislation should require a suspect’s identifying particulars to be destroyed after a reasonable period of time (for
example, 12 months from the time of collection) if the person who provided those particulars is not being prosecuted
for an offence (either because charges were dropped or the prosecution was discontinued), or the person has been
acquitted of the offence. Police should only be able to retain identifying particulars in these circumstances if:
(a) the person has previously been found guilty of a serious offence (at least an offence punishable by imprisonment)
(b) 	the identifying particulars are required for the investigation or prosecution of another offence that the person is
suspected, on reasonable grounds, of having committed
(c) 	the person has not been not proceeded against for the offence that caused their particulars to be taken because he or
she has been found incapable of standing trial because of impaired mental capacity, or
a magistrate has extended the period for which the identifying particulars may be retained because the magistrate is
satisfied that there are special reasons for doing so.

3.6

Legislation should require that identifying particulars, reports analyzing identifying particulars, and any information
derived from them (such as DNA profiles):
(a) are stored securely in a database or other facility to which access is limited to authorised persons, and
(b) can only be used for the law enforcement purposes, and related purposes, prescribed by legislation.

3.7

Legislation should make it a criminal offence for a person to access or use identifying particulars or related material
in an unlawful manner.

3.8

Legislation should make provisions for the collection of DNA samples and use of DNA evidence for law enforcement
purposes, and for the identification of deceased persons.

3.9

Legislation should prescribe the range of procedures that can be used to collect biological samples from suspects and
other persons for forensic purposes, including:
(a) the taking of samples of hair
(b) the taking of a sample of blood by a finger prick, and
(c) the taking of a sample of saliva, or a sample by buccal swab.
Legislation should also prescribe the types of people that may collect biological samples, including appropriately trained police
officers and custodial officers, doctors, nurses, and such additional ‘authorised persons’ as prescribed in subordinate legislation.

3.10

Legislation should include additional safeguards for the taking of a biological sample for DNA analysis from a
suspect without that person’s consent (i.e. beyond the safeguards already covered by benchmarks relating to ‘identifying
particulars’), including that the offence must be one punishable by imprisonment.

3.11

Legislation should require that, wherever possible, a portion of the biological sample be retained for the accused, in
case they wish to engage their own expert to conduct an independent analysis.

4. 		Laws about the way in which forensic EXPERTS may give EVIDENCE	
No.

Benchmark

4.1

Where a forensic expert is located overseas, or there are other circumstances that would make it expensive, impracticable
or time-consuming for the expert to travel to the place where the case is being heard to give oral testimony in person,
legislation should allow the evidence of forensic experts to be given by written statement, or evidentiary certificate,
unless the defence or court requests that the expert give oral testimony. Legislation should require that the written
statement, or evidentiary certificate, outline:
(a)	the training, study or experience of the person that gives rise to the special knowledge on which their evidence is based,
(b)	any professional accreditation or other certification the laboratory or facility, in which the expert works, has obtained
that shows the laboratory or facility meets nationally or internationally recognised professional standards, and
(c)	where the evidence relates to the testing of a physical sample, the procedures that were followed, and equipment
that was used, for the receipt, storage and testing of that sample.

4.2
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Where evidence of a forensic expert is required to be given through oral testimony in court, legislation should create
options for the evidence to be given by video link or audio link technology, where the expert is located overseas or there
are other circumstances that would make it expensive, impracticable or time-consuming for the expert to travel to the
place where the case is being heard.

Chapter 2

Model provisions for the
collection and use of forensic evidence
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Introduction
The rule of law underpins
the way society is governed.
Everyone—including citizens
and the government—is
bound by and entitled to
the benefit of laws. Police,
therefore, must only act in
accordance with the legal
powers granted to them by
legislation. Actions that fall
outside these legal powers
not only give rise to risks
of inadmissible evidence
but also claims of unlawful
conduct and breaches of
human rights. Such actions
can also damage the
reputation of, and public
confidence in, the police
force as a whole.
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Therefore, police powers must be clear and
accessible to both police and the community so
everyone understands the legal powers granted
by government. Clear and accessible drafting is
one of the key features of the model provisions
with the aim to ensure the collection and use
of forensic evidence is effective and appropriate
for the Pacific.
However, these provisions are only a model and
have not been drafted with a particular country
or context in mind. In some circumstances,
the provisions may serve more as a guide to
forensic evidence policy and PICs can adapt
and adjust them to suit their own legislative
requirements and policy processes.

Methodology
The first draft of the model provisions was
prepared by AGD and a leading Pacific
legislative drafter, Dr Lalotoa Mulitalo.
Dr Mulitalo was previously Parliamentary
Counsel for Samoa and holds a PhD from
the University of Queensland. Her doctorate
research focused on law reform in the Pacific
Islands with a significant portion of her thesis
committed to legislative drafting.
The drafting of the model provisions was
based on the research undertaken in the
Review and some effective forensic provisions
already existing in PICs. Some PICs have
recently updated their policing laws and
provide useful models of the approach that
other PICs could adopt.

The initial draft was refined through
consultations with:
•

officers from the AFP including the AFP
forensic laboratory with reference to their
experience working under Australian
forensic laws and their role in providing
forensic assistance to PICs both now and
into the future, and

•

AGD officials with expertise in
telecommunications law, evidence law,
mutual assistance in criminal matters,
anti-money laundering and corruption,
criminal law, international human rights
law and in the provision of assistance to
PICs in prosecutions.

In May 2015, five days of intensive face-to-face
consultations were held in Canberra with PICP
PFWG and PILON representatives to discuss
the draft model provisions.1 For the first two
days, police, prosecutors and legal policy
officers worked together on identifying any
gaps in their laws relating to the collection
and use of forensic evidence and shared
experiences when using forensic evidence
in investigations and prosecutions. PILON
representatives then worked through the draft
model provisions in detail, provided feedback
on the drafting and discussed relevant issues
in their respective countries including where
the model provisions may be used. PICP
PFWG representatives also discussed the
draft model provisions as a group, noted the
importance of clear police powers for the
collection and use of forensic evidence and
provided feedback to AGD.

1

After the consultation, all attendees were
invited to discuss the model provisions with
their colleagues once they had returned home
and provide any further comments to AGD
for consideration. AGD thanks the PILON
and PFWG representatives for their active
engagement in the consultation and their
valuable input to this project.
AGD and Dr Mulitalo then prepared a final draft
of the model provisions taking into account
the feedback provided by PILON and PFWG
representatives and further comments from
AGD and AFP officials. AGD also prepared the
explanatory commentary to accompany each
provision and explain the intention behind the
drafting. The complete product was provided to
PICP PFWG for endorsement and presentation
to PICP and PILON at their 2015 meetings.

The countries represented at the consultation were: PNG, the Solomon Islands, Vanuatu, Samoa, Tonga, Kiribati, Republic of
Marshall Islands, the Cook Islands, Nauru and the Federated States of Micronesia.

Pacific Forensic Model Provisions | 2015
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Part 1
Laws relating to the
protection and collection
of forensic evidence from
crime scenes
In order to use forensic
evidence to investigate and
prosecute offences, police
need powers to collect forensic
evidence from crime scenes
and other premises reasonably
suspected of containing
evidence of offences.
These powers must suit the different policing
environments within a country, such as remote
islands or provinces, and allow police to obtain
warrants via telephone as well as exercising the
powers without a warrant in urgent situations.
It is also important that police have the
necessary powers to protect evidence as soon
as they encounter a crime scene, so that the
integrity of the evidence can be preserved
until any necessary warrants are obtained
and forensic crime scene investigators have
completed their work. This includes powers
to cordon off the scene and to prevent people
from entering, damaging or interfering
with the crime scene.

14

The model provisions in Part 1 enable the
protection and collection of forensic evidence
from crimes scenes and other places while
safeguarding the rights of the community.
Division 1 (Definitions) sets out the key
definitions used in the provisions.
Division 2 (Establishing and protecting a crime
scene) provides the powers for police to access
and establish a crime scene including marking
a crime scene, preserving evidence at a crime
scene and protecting a crime scene from
damage or interference.
Division 3 (Search without warrant) sets out
the circumstances in which police can conduct
a search without a warrant. This includes
searching public places and searching private
places with consent.
Division 4 (Search warrant) provides the
powers and obligations when exercising a
search warrant, the application process for a
search warrant, what the issuing officer must
consider when granting a search warrant,
when the search warrant ends and how to
obtain an extension to a search warrant.
Division 5 (Urgent search) ensures that, in
urgent and time critical situations where it is
necessary to do so, police can act immediately
to search for and seize evidence before a
warrant has been obtained.
Division 6 (General provisions) contains the
safeguards for the exercise of powers under
Part 1, including the use of force and when
police can use or share things, documents,
data and information obtained under this Part.

Model Provisions

Commentary

Division 1: Definition
1.1 Definition
In this Part, unless the contrary intention requires:
‘crime scene’ means a place:
(a) where:
(i)

a serious offence is suspected of having been
committed; or

(ii) there may be evidence, of probative value, of
the commission of a serious offence that is
suspected to have been committed in another
place; and
(b) that needs to be protected to enable a police
officer to preserve, search for and gather
evidence of the commission of a serious
offence
‘data’ includes:
(a) information in any form; and
(b) a program or part of a program
‘issuing officer’ means:
(a) a Magistrate; or
(b) [any other position considered appropriate]
‘private place’ means a place other than a public place
‘public place’ means a place to which members of the
public have access as of right, whether or not on payment
of a fee and whether or not access to the place may be
restricted at particular times or for particular purposes
(for example, a road, park or beach)
‘serious offence’ means any offence punishable by
at least [X] years imprisonment
‘storage device’ means a thing containing, or designed to
contain, data for use by electronic equipment

This Division defines key terms that are used in the
model provisions.
The definition of ‘crime scene’ is important because it
determines the scope of places and situations in which
police can exercise the crime scene powers conferred
by section 1.6. This definition ensures that a ‘crime
scene’ includes any place that needs to be protected so
that evidence of a serious offence can be preserved and
collected. As the actions of police in protecting the evidence
at a crime scene will affect the normal rights of others to
use that place, it is important to ensure that crime scenes
are only established where there is a real need to do so,
and where the offence in question is of a sufficient level of
seriousness to justify affecting the usage rights of others.
The model provisions include specific powers for police
to access and collect electronic forms of evidence – i.e.
‘data’ from computers, smart phones and other electronic
equipment and devices that may constitute evidence of an
offence. Given the rapid proliferation of different types of
electronic devices that may contain evidence of an offence,
it is important that ‘data’ is defined in a broad and general
way so that the definition does not require frequent updating
as technologies evolve.
Under these model provisions, an ‘issuing officer’ has
responsibility for issuing search warrants. Since the
activities that can be conducted under a search warrant
can be highly intrusive (like excavating soil, removing parts
of a wall or ceiling, and taking away electronic devices),
responsibility for issuing warrants is generally given to
a judicial officer, such as a magistrate. However, some
jurisdictions have broadened the category of persons that
may issue warrants. Ideally ‘issuing officers’ should come
from outside the police agency, and operate independently
from it, so as to maintain independent oversight of the
warrant issuing process. ‘Issuing officer’ is defined as ‘a
Magistrate’ but may have additional categories of persons
added to ensure the process is workable.
The model provisions include special safeguards and
notification requirements where police enter a ‘private
place’ without a warrant. They also contain special
provisions to clarify when a police officer can search
a ‘private place’ with the consent of the occupier (see
sections. 1.9-1.10). The definition of ‘private place’ would
include private residences and business premises, where
the occupier(s) or user(s) of the place have a legal right to
exclude the public from access.
The definition of ‘serious offence’ is important because
crime scene powers can only be exercised in places that
are likely to contain evidence of a ‘serious offence’.
Different countries have different views on how ‘serious’
an offence needs to be to give rise to crime scene powers.
Most PICs that have already updated their policing laws
to include specific crime scene powers, have an offence
threshold of three or more years’ imprisonment (eg.
Tonga and Kiribati). In the Solomon Islands, the offence
must be punishable by five or more years’ imprisonment.
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Commentary
These model provisions leave it to the country to decide on
the particular threshold that is most appropriate in their
context, taking into account the impact on rights that the
exercise of crime scene powers can have.
Search warrant powers specifically include powers to
access and copy data on a ‘storage device’ that may be
evidence of an offence, and to move or seize ‘storage
devices’ in certain circumstances. To avoid any doubt, this
definition makes it clear that ‘storage device’ means a thing
for use by electronic equipment (such as a computer) that
contains, or is designed to contain data, i.e. a USB stick.

Division 2: Establishing and protecting a crime scene
1.2 Accessing and establishing a crime scene
(1) If a police officer suspects, on reasonable grounds, that
a place is a crime scene, the police officer may do any
one or more of the following:
(a) enter a place to access the suspected
crime scene;
(b) enter the suspected crime scene;
(c) subject to subsection (3), remain at the suspected
crime scene for the time reasonably necessary to
decide whether to establish a crime scene;
(d) establish a crime scene.
(2) In making a decision under paragraph (1)(c), the police
officer must consider the following:
(a) the nature of any information obtained or
observation made, that suggests the place is a
crime scene; and
(b) visible evidence that will help decide whether the
place is a crime scene; and
(c) any reasonably necessary preliminary inspection of
the place.
(3) The time reasonably necessary to decide whether to
establish a crime scene in paragraph 1(c) must not
exceed 3 hours.
(4) If a search warrant is required in order to search for and
seize evidence at the crime scene, the police officer
must apply for a search warrant as soon as practicable
after the establishment of the crime scene.
(5) For a private place, if a crime scene is not established
the police officer must leave the place.
(6) If a crime scene is established in a private place, the
crime scene powers of police conferred by section 1.6
may only be exercised for such time as is reasonably
necessary to obtain any required warrants and complete
the investigation of the crime scene.
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Unless police are given express powers in legislation
to enter private premises without consent, they may be
liable for trespass if they do so. This provision ensures
that police officers have the power to enter any place to
access a suspected crime scene and establish a crime
scene, even where that place is a private place and the
officer does not have a warrant, nor the consent of the
occupier (‘crime scene’ is defined in section 1.1 above).
This power is necessary to ensure police can act promptly
to preserve the integrity of evidence at a crime scene until
any necessary warrants are obtained and forensic crime
scene investigators have completed their work. Without
this power, there is a risk that crucial evidence will be
contaminated or lost and crimes may go unpunished.
This provision incorporates safeguards to ensure police
only enter and remain on private property for the time
reasonably necessary to decide whether or not to establish
a crime scene (capped at three hours), and, where a crime
scene is established, for the time reasonably necessary to
complete the crime scene investigation. In circumstances
where the crime scene is established in a private place
and without the consent of the occupier, a search warrant
is generally required in order for forensic evidence to
be collected. To avoid unnecessary delays, there is a
requirement that such a warrant be applied for promptly
after establishing the crime scene.

Model Provisions
1.3 Written record at a private place
If a police officer enters a private place suspected of being,
or containing, a crime scene, the police officer must make
a written record of the reasons for:

Commentary
This provision ensures records of entering a private place
are kept and establishing a crime scene.

(a) entering the private place; and
(b) either establishing or not establishing a
crime scene at the private place.
1.4 Notification of entry to crime scene at
private place

This provision ensures that the occupier of a private place
is notified of any entry to that place.

(1) If a police officer enters a suspected crime scene at
a private place, the police officer must as soon as
reasonably practicable notify the occupier of:
(a) the reasons for entering the place; and
(b) the name, rank and station of the most senior
police officer present; and
(c) that the occupier may ask any other police
officer who is present for his or her name, rank
and station.
(2) If the private place is not occupied, the police officer
must leave a notice in a conspicuous position at the
private place that states:
(a) the reasons for entering the place; and
(b) the name, rank and station of the most senior
police officer present.
1.5 Identifying and marking a crime scene
A police officer who establishes a crime scene must:
(a) identify what part of a place is the crime scene; and
(b) decide the boundaries necessary to protect the
crime scene; and

As section 1.6 gives police officers special powers to
preserve evidence at a crime scene, it is important that
the boundaries of the crime scene are clearly established.
This provision sets out the actions that must be taken by a
police officer when establishing a crime scene.

(c) if necessary, mark the boundaries of the
crime scene sufficiently to identify the crime
scene to the public.
1.6 Preserving evidence at a crime scene
(1) If a crime scene is established, the police officer
responsible for the crime scene (the ‘responsible
officer’) must immediately take all steps the officer
considers reasonably necessary to protect anything at
the crime scene from being damaged, interfered with
or destroyed.
(2) For the purposes of subsection (1), the responsible
officer must, to the extent reasonably practicable:
(a) ensure that any person, including other
police officers, does not enter the crime
scene unless:

Pacific Forensic Model Provisions | 2015
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(i)

the person has a special reason, associated
with the investigation, for entering the crime
scene; or

(ii) the presence of the person is necessary to
preserve life or property at the crime scene; or
(iii) the person is authorised to enter by the most
senior police officer present; and
(b) prevent unnecessary movement inside the
boundaries of the crime scene; and
(c) establish a safe walking area to minimise the risk
of damaging any evidence; and

Commentary
This provision ensures that evidence at a crime scene
is protected and preserved until the investigation at the
crime scene is completed. The police officer responsible
for a crime scene is both empowered and required to take
all steps reasonably necessary to preserve evidence at the
crime scene, including preventing unauthorised entry to
the crime scene.
The requirement to record the identity of all persons
who enter the crime scene helps preserve its integrity by
allowing investigators to determine whether any prints or
other personal particulars found at the scene came from
an authorised person who accessed the scene after the
crime was committed.

(d) ensure that nothing is unnecessarily touched or
moved unless there is a possibility that evidence
could be damaged, interfered with or destroyed if
it is not moved; and
(e) where necessary, direct the removal of, or remove
a person, animal, vehicle, vessel or object from
the crime scene.
(3) The responsible officer may enter other places or
structures outside or attached to the crime scene as
reasonably necessary to ensure the preservation of
evidence at a crime scene.
(4) The responsible officer may use the
assistance of another person to perform the duties of
this section.
(5) The responsible officer must ensure that a record is
made of the name of:
(a) any person who is present when the crime scene
is established; and
(b) any person who enters the crime scene after it
is established including the time and purpose of
the entry.
1.7 Offences at a crime scene
Any person who, without lawful authority,:
(a) tampers with a crime scene or any evidence or
potential evidence at a crime scene, with the
knowledge that the place is a crime scene or may
contain evidence of a serious offence; or
(b) intentionally hinders or obstructs a police officer
at a crime scene; or
(c) refuses to obey any lawful direction issued
by a police officer at a crime scene,
commits an offence and is liable on conviction to a
maximum penalty of [insert] or imprisonment for a
maximum period of [insert timeframe], or both.
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This provision deters people from tampering with evidence
or hindering a crime scene investigation by making it a
criminal offence to do so. It also allows a police officer to
arrest a person who is interfering with a crime scene and
remove them from the vicinity.
The maximum penalty needs to be sufficiently high
for effective deterrence, and should be consistent with
maximum penalties for similar offences in the relevant
jurisdiction. Since the appropriate penalty is likely to
vary between jurisdictions, it has been left for individual
countries to determine.
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Division 3: Search without warrant
1.8 Power to search a public place
(1) A police officer, or person assisting a police officer,
may exercise the following powers at a public place to
search for evidence of the commission of an offence:

This provision clarifies that police officers do not require a
warrant to search for and seize evidence in a public place.
It has been drafted broadly to expressly include necessary
activities of a criminal investigation in a public place
including to collect forensic evidence.

(a) enter a public place and stay on the public place
for the time that is reasonably necessary to do the
things mentioned in paragraphs (b) to (g); and
(b) search a public place for anything that may be
evidence of the commission of an offence; and
(c) dig up land to search for evidence of the
commission of an offence at a public place; and
(d) seize and detain anything found at the place, which
is not in a person’s possession, that the police
officer suspects, on reasonable grounds, may be
evidence of the commission of an offence; and
(e) record (including by photographing, sketching and
video recording) anything that the police officer
suspects, on reasonable grounds, may be evidence
of the commission of an offence; and
(f) search for and record any prints found at the
place that the police suspects, on reasonable
grounds, may be evidence of the commission of an
offence; and
(g) take samples of things found at the place for
forensic purposes that the police suspects, on
reasonable grounds, may be evidence of the
commission of an offence.
(2) The responsible officer may use the assistance of
another person to perform his or her powers under
this section.

1.9 Search of a private place by consent
(1) A police officer may exercise the powers in subsection
(4) at a private place to search for evidence of the
commission of an offence if:
(a) the police officer suspects, on reasonable
grounds, that there is evidence of the commission
of an offence in the private place; and

This provision makes clear that police officers can
search and seize evidence in a private place, without a
warrant, if they do so with the informed consent of the
occupier. If the occupier withdraws their consent at any
time during the search, the police officer is required to
leave the premises.

(b) the occupier of the private place gives informed
consent to the search.
(2) A person gives informed consent to a search being
conducted on a private place if the person consents
after a police officer:
(a) informs the person about the proposed search in
accordance with subsection 1.10(1); and
(b) requests the person to consent.
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(3) For the purposes of seeking the consent of an occupier
under subsection (1), the police officer may, without the
occupier’s consent or a search warrant:
(a) enter land around a private place to an extent that
is reasonable to contact the occupier; or
(b) enter part of a private place the police officer
reasonably considers members of the public
ordinarily are allowed to enter when they wish to
contact the occupier.
(4) If authorised under subsection (1), a police officer may
exercise the following powers where the police officer
suspects, on reasonable grounds, that it may provide
evidence of the commission of an offence:
(a) enter a private place and stay at the private place
for a period of time that is reasonably necessary to
do the things mentioned in paragraphs (b) to (m);
and
(b) search the private place; and
(c) record (including by photographing, sketching and
video recording) anything, even if the thing is not
seized; and
(d) seize, detain or render inaccessible anything found
in the course of the search; and
(e) search for and record any prints found at the
place; and
(f) take samples of things found at the place for
forensic purposes; and
(g) operate electronic equipment, or request an
occupant of the place to operate electronic
equipment in order to determine whether it
contains data that could be seized; and
(h) operate electronic equipment, or request an
occupant of the place to operate electronic
equipment to access data (including data stored on
a separate storage device or data not held at the
place) if the police officer believes on reasonable
grounds that the data might be data that could be
seized; and
(i) copy all data that could be seized to a storage device
and take the storage device from the place; and
(j) copy all data that could be seized in documentary
form and seize the produced documents; and
(k) move any electronic equipment or storage device
at the place to another place for examination in
order to determine whether it contains data that
could be seized if the occupier consents; and
(l) do anything reasonably necessary to prevent loss,
destruction or damage to anything connected with
the offence; and
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(m) use other police officers or assistants as
reasonably necessary for the execution of the
search.
(6) If exercising any of the powers in subsection (4)
requires the use of force against a thing, a police
officer may only use such force if:
(a) it is reasonable and proportionate; and
(b) with the informed consent of the occupier.
(7) For the purpose of paragraphs (4)(d), (4)(i) and (4)
(j), a police officer may only seize, detain, render
inaccessible or copy a thing if the occupier consents.
1.10 Procedure for obtaining consent to search a
private place
(1) Before seeking consent, the police officer must
inform the occupier of the private place:
(a) of the purpose of the proposed search; and
(b) that the occupier is not required to consent; and
(c) that the occupier’s consent will be sought
before anything is seized, detained or rendered
inaccessible.
(2) For the purposes of this section, a child or person
with impaired mental capacity is unable to give
informed consent to a search of a private place.

This provision outlines the procedures that a police officer
must undertake in order to obtain the ‘informed consent’
of an occupier to search a private place without a warrant.
It is useful for these procedures to be clearly set out in
legislation so that police understand what they need to
say and do in order to obtain ‘informed consent’.
This provision also makes clear who bears the onus of
proving ‘informed consent’, if it is ever challenged in
court. If an acknowledgement of consent that has been
signed by the occupier is produced in evidence, then the
onus is on the defendant to prove that ‘informed consent’
was not given. In all other cases, the onus of proof is
on the person relying on the lawfulness of the search
(generally the prosecution).

(3) If consent is given, the police officer may ask the
occupier to sign an acknowledgement of the consent.
(4) The acknowledgment must state:
(a) the occupier has been told:
(i)

the purpose of the search; and

(ii) that the occupier is not required to
consent; and
(b) the purpose of the search; and
(c) the occupier gives the police officer consent to
enter the place and conduct a search; and
(d) if applicable, the things that the occupier gives
the police officer consent to seize, detain or
render inaccessible; and
(e) the time and date consent was given.
(5) If the occupier signs the acknowledgment, the police
officer must immediately give a copy to the occupier.
(6) If—
(a) an issue arises in a proceeding about whether
the occupier consented to the search; and
(b) an acknowledgement complying with
subsection (4) for the search is not produced
in evidence, the onus of proof is on the person
relying on the lawfulness of the search to prove
the occupier consented.
Pacific Forensic Model Provisions | 2015
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Commentary
Division 4: Search warrant

1.11	Search warrant powers
(1) A search warrant authorises any executing officer
to enter the subject place and search the place for
things connected with the offence stated in the search
warrant application, and to stay at the place for the
time that is reasonably necessary to execute the
search warrant, which time shall not exceed the date
and time when the search warrant ends.
(2) A police officer executing a search warrant may
exercise the following powers where the police officer
suspects, on reasonable grounds, that it may provide
evidence of the commission of the offence:
(a) where direct entry to the place to which the
search warrant relates is impracticable, pass
over, through, along or under another place to
the extent necessary and reasonable to enter the
place to which the search warrant relates; and
(b) prevent a person from entering the place; and
(c) detain anyone at the place for the time that is
reasonably necessary, provided the detention does
not exceed [X] hours, to find out, by exercising
the powers authorised by this section, if the
person has the evidence sought under the search
warrant; and
(d) if the police officer suspects, on reasonable
grounds, that a person at the place has been
involved in the commission of the offence to which
the search warrant relates, to detain the person
for the time taken to search the place provided the
detention does not exceed [X] hours; and
(e) direct a person to leave the place, or to remove a
vehicle or animal from the place; and
(f) remove from the place:
(i)

a person who fails to comply with a direction
to leave the place; or

(ii) a vehicle or animal that a person fails to
remove from the place; and
(g) if the police officer suspects a person is concealing
something that may provide the evidence sought
under the search warrant, conduct a search of
the person or of articles in the possession of the
person that may include:
(i)

requiring the person to remove only his or her
jacket or similar article of clothing and any
gloves, shoes, socks and hat; and

(ii) an examination of those items; and
(h) open anything at the place that is locked; and
(i) remove wall or ceiling linings or floors of a
building, or panels of a vehicle, to search for the
evidence sought under the search warrant; and
22

This provision sets out the powers and obligations of
police when exercising a search warrant and includes
those activities that may foreseeably be required during a
forensic investigation.
Since search warrant powers provide coercive powers
to search private premises, with force if necessary, and
‘seize’ items belonging to another person, it is important
that these powers are appropriately limited, and that those
limits are clearly set out in legislation. This allows police
to exercise their powers with confidence of their lawful
authority, and assists courts and judges to determine
whether police have acted beyond power.
The limits incorporated in this provision are typical types of
safeguards already included in modern policing legislation.
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Commentary

(j) dig up land to search for the evidence sought
under the search warrant; and
(k) record (including by photographing, sketching and
video recording) anything that the police officer
suspects, on reasonable grounds, may provide
the evidence sought under the search warrant,
even if the thing is not seized under the search
warrant; and
(l) seize, detain or render inaccessible anything
found at the place, or on a person at the place,
that the police officer suspects, on reasonable
grounds, may provide the evidence sought under
the search warrant; and
(m) seize, detain or render inaccessible anything
found in the course of executing the warrant
that the police officer suspects, on reasonable
grounds is evidence of the commission of any
offence; and
(n) use electricity or other necessary utility at the
place to the extent that it is reasonably necessary
to do so to conduct the investigation; and
(o) direct the occupier of the place or a person
apparently in charge of the place to maintain
a continuous supply of electricity or other
necessary utility at the place; and
(p) search for and record any prints found at the
place; and
(q) take samples of things found at the place for
forensic purposes; and
(r) operate electronic equipment, or direct an
occupant of the place to operate electronic
equipment in order to determine whether it
contains data that could be seized under the
warrant; and
(s) operate electronic equipment, or direct an
occupant of the place to operate electronic
equipment to access data (including data stored
on a separate storage device or data not held
at the place) if the police officer believes on
reasonable grounds that the data might be data
that could be seized under the warrant; and
(t) copy all data that could be seized under the
warrant to a storage device and take the storage
device from the place; and
(u) copy all data that could be seized under the
warrant in documentary form and seize the
produced documents; and
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(v) move any electronic equipment or storage device
at the warrant premises to another place for
examination in order to determine whether it
contains data that could be seized under the
warrant if the occupier of the place consents or if:
(i)

it is significantly more practicable to do so
having regard to the time it will take to copy
the data and the availability of the technical
expertise that will be required to do so; and

(ii) there are reasonable grounds to suspect that
the electronic equipment or storage device
contains data that could be seized under the
warrant; and
(w) do anything reasonably necessary to prevent loss,
destruction or damage to anything connected
with the offence; and
(x) use other police officers or assistants as
reasonably necessary for the execution of the
search warrant.
(3) Prior to undertaking a search of a person pursuant
to paragraph (2)(g), a police officer must first
request the person to produce the items sought.

1.12

Application for search warrant

(1) A police officer may apply to an issuing officer for a
search warrant to enter and search a private place to
obtain evidence of the commission of an offence if the
police officer has reasonable grounds to suspect that
the evidence is at the place to be searched.
(2) The search warrant application must be sworn,
and state:

Applications must be made to an ‘issuing officer’, which is
defined in section 1.1 as:

(a) the police officer’s name, rank and station; and

(a) a Magistrate; or

(b) a description of the place to be searched; and

(b) [any other position considered appropriate].

(c) if the place is an occupied place, the name and
age of any occupiers of the place, if known; and

The commentary on that provision outlines the rationale
for this definition.

(d) the offence to which the application relates; and

The requirement to include information on each search
warrant in the previous year is to ensure the issuing officer
is aware of any previous searches and the outcomes of
those searches. Repeated requests for search warrants
that do not result in any outcomes may signify issues with
the investigation.

(e) a description of the nature of the thing sought that
is suspected of being evidence of the commission
of the offence; and
(f) the information or evidence that is being relied
on to support a suspicion that evidence of the
commission of an offence:
(i)

is at the place; or

(ii) is likely to be at the place at the time the
search warrant is executed; and
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This provision sets out the process for applying for a
search warrant, including the information that a search
warrant application must contain. The type of information
required is the type of information that an issuing officer
would need in order to determine (in accordance with
section 1.14) whether there are reasonable grounds to
issue the warrant, and what the warrant should cover.

Searches should be executed in daylight hours when
possible. This provision requires the police officer to justify
why a search warrant would need to be executed at night.
There is no requirement for the applying officer to appear
in person before the issuing officer, unless the issuing
officer reasonably requires it. This streamlines the warrant
application process.
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(g) for each search warrant issued in the previous
year in relation to the place, or to a person
suspected of being involved in the commission of
the offence to which the application relates:
(i)

when and where the search warrant was
issued; and

(ii) the type of offence to which the search
warrant related; and
(iii) whether anything was seized under the
search warrant or whether a proceeding was
started after the search; and
(h) if authority to execute the search warrant at night
is being sought, why it is necessary to execute the
search warrant at night.
(3) The police officer must provide (either orally or in
writing) such further information as the issuing
officer requires concerning the grounds on which
the search warrant is being sought.
(4) The police officer need not appear before the
issuing officer when the issuing officer is
considering the application, unless the issuing
officer reasonably requires it.
1.13 Applications for search warrants by telephone or
other means in urgent or remote circumstances
(1) A police officer may apply to an issuing officer for a
search warrant without a sworn written application as
required by section 1.12:
(a) in an urgent case; or
(b) if the delay that would occur if a sworn written
application were made would frustrate the
effective execution of the search warrant.
(2) An application under subsection (1) may be made
by telephone, fax, email or other electronic means.
(3) If email or fax is available, the police officer must
send a copy of the application to the issuing officer.
(4) The issuing officer may:
(a) require communication by voice to the extent
that it is practicable in the circumstances; and
(b) make a recording of the whole or any part of
any such communication by voice.

This provision sets out an alternative process for
applying for a search warrant in one of two possible
circumstances.
First, where the need for a search warrant is so urgent
and time critical that there is no time to follow the
standard application process (i.e. where the evidence is
likely to be lost unless it is seized without delay).
Second, where following the standard process would
take so long as to frustrate the purpose of the warrant.
This could occur on an outer or remote island where the
police officer cannot find an appropriate person to swear
their application in front of, or where there is no timely
way of transmitting the search warrant application to a
judicial officer (i.e. because there is no available fax or
email capacity).
This provision allows for a more streamlined process
whereby an officer can make an application orally (e.g.
by telephone) or in writing before it has been sworn. The
officer is still required to provide all the information that
is normally required, and is also required to explain the
reasons why the standard process would not be suitable.

(5) An application under this section must include:
(a) all information required to be provided in an
application for a search warrant under section
1.12; and
(b) the reasons for the urgency under paragraph
(1)(a), or the reasons why making a sworn
written application would frustrate the effective
execution of the warrant under paragraph (1)(b)
but the application may, if necessary, be made
before the information is sworn.

Pacific Forensic Model Provisions | 2015

25

Model Provisions
1.14 Consideration of application for search warrant
(1) Where an application for a search warrant has been
made under section 1.12 or section 1.13, the issuing
officer may, if satisfied that there are reasonable
grounds for doing so, issue the search warrant.
(2) In determining whether there are reasonable grounds
to issue a search warrant under subsection (1),
an issuing officer must consider relevant matters
including the following:
(a) the seriousness of the offence; and
(b) the reliability of the information on which the
application is based, including the nature of
the source of the information; and
(c) if the search warrant is required to search
for a thing in relation to an alleged offence,
whether there is sufficient connection between
the thing sought and the offence; and

Commentary
Since search warrants give rise to coercive law
enforcement powers it is important to ensure that:
•

search warrants are only issued where there are good
grounds for doing so

•

issuing officers understand their role and take it
seriously, and

•

issuing officers give due consideration to all relevant
factors before issuing a warrant.

This provision seeks to achieve these objectives by
clarifying the role of the issuing officer, the circumstances
in which a search warrant may be issued, and the relevant
matters that must be considered by the issuing officer. It
provides useful guidance to the issuing officer, and also
provides clear grounds for the issuing officer to refuse to
issue a warrant where there are no reasonable grounds
for doing so.

(d) whether any conditions should be imposed
in relation to the execution of the search
warrant.
(3) If an application is made to an issuing officer under
section 1.13, in addition to considering the relevant
matters in subsection (2), the issuing officer must
be satisfied:
(a) that a search warrant in the terms of the
application should be issued urgently; or
(b) the delay that would occur if the process in
section 1.12 were followed would frustrate the
effective execution of the search warrant.
1.15 What the search warrant must state
The search warrant must state:
(a) a description of the place that may be
entered; and
(b) brief particulars of the offence to which the
search warrant relates; and
(c) what evidence may be seized under the
search warrant; and
(d) the hours of the day or night when the place
may be entered; and
(e) the date and time when the search warrant
ends; and
(f) that a police officer may exercise the search
warrant powers in section 1.11 in accordance
with the search warrant; and
(g) any conditions imposed in relation to the
execution of the search warrant; and
(h) the signature, name and position of the
issuing officer.
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This provision provides clear guidance to police officers
about what they can and cannot do under a warrant. It also
ensures that issuing officers consider and communicate key
limitations on the exercise of warrant powers.
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1.16 Search warrant authorised by telephone or other
means in urgent or remote circumstances
(1) If an issuing officer issues a search warrant applied for
under section 1.13, the issuing officer must immediately
deliver, fax or email a copy of the warrant to the police
officer if it is reasonably practicable to do so.
(2) If it is not reasonably practicable to deliver, fax or email
a copy of the warrant to the police officer:
(a) the issuing officer must tell the police officer:
(i)

what the terms of the warrant are; and

(ii) the day and time when the warrant was
signed; and
(b) the police officer must complete the form of
warrant and write on it:
(i)

the name of the issuing officer; and

(ii) the day and time when the warrant was
signed; and
(iii) the terms of the warrant.
(3) The police officer must send, as soon as practicable,
to the issuing officer:
(a) the sworn application; and
(b) if a copy of the search warrant was not delivered,
faxed or emailed to the police officer – the form
completed under paragraph (2)(b).

Commentary
This provision ensures that, where a search warrant is
authorised by telephone or through other oral rather
than written communication under section 1.13, there
is still a process requiring the issuing officer to clearly
communicate those terms to the police officer who made
the application, and for a written record of the terms of
the warrant to be made (which can be adduced in court
later if necessary).
The provision makes clear that, where it is ‘reasonably
practicable’ for the issuing officer to immediately deliver,
fax or email a copy of the warrant to the applying officer,
then this must be done.
Where this is not possible, another process is prescribed
whereby the issuing officer must tell the police officer (by
telephone or other means) what the terms of the warrant
are, and the police officer must fill out a warrant form
with that information.
The requirement for the form filled out by the police
officer to then be sent to the issuing officer, and
attached to the search warrant signed by the issuing
officer, provides a mechanism for ensuring that the police
officer fulfils their obligation to fill out the warrant form.
It also ensures that both documents will be available to be
adduced in court in the event that the existence or terms
of the warrant ever becomes an issue in
legal proceedings.

(4) On receiving the documents under subsection (3), the
issuing officer is to attach the documents to the search
warrant signed by the issuing officer.
(5) If:
(a) it is material, in any proceedings, court a court to
be satisfied that the exercise of a power under a
warrant applied for under section 1.13 was duly
authorised; and
(b) the form of warrant signed by the issuing officer is
not produced in evidence
the court is to assume, unless the contrary is proved, that
the exercise of the power was not duly authorised.
1.17 Copy of the search warrant must be given to
the occupier
(1) If a police officer executes the search warrant
when the place is occupied, prior to entering the
place or as soon as practicable after entry, the police
officer must give the occupier:

This provision ensures that the occupier of a private place
is informed in writing about what the police are doing (or
have done), and their authority for doing it.

(a) a copy of the search warrant; or
(b) a copy of the form completed by the police officer
under paragraph 1.16(2)(b); or
(c) a notice that states;
(i)

a summary of the nature of the search
warrant; and
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(ii) the type of powers that a police officer may
exercise under the search warrant; and
(iii) that the most senior police officer who is
present during the search must, as soon as
reasonably practicable, state the police
officer’s name, rank and station; and
(iv) that the occupier may ask any other police officer
who is present during the search for his or her
name, rank and station.
(2) If the occupier is not at the place when the police
officer executes the search warrant, the police officer
must leave in a conspicuous position at the place:
(a) a copy of the search warrant referred to in
paragraph (1)(a); or
(b) a copy of the form referred to in paragraph (1)(b); or
(c) a notice referred to in paragraph (1)(c).
1.18 When the search warrant ends
Unless withdrawn or extended, a search warrant, and any
powers it authorises, ceases to have effect on the earlier of:

This provision is to ensures that the exercise of coercive
search warrant powers is appropriately time-limited and
cannot be exercised more than once.

(a) the execution of the warrant; or
(b) the end date and time specified in the warrant.
1.19 Extension of search warrant
(1) A search warrant may be extended by an issuing
officer if that issuing officer is satisfied that the purpose
for which the search warrant was issued cannot be
satisfied prior to the time specified in it for its expiry.
(2) The time for expiry of a search warrant may be
extended only once.
(3) Any extension of a search warrant under this section:
(a) must not extend the period for which the search
warrant has effect beyond 6 days after its issue; and
(b) must be made on the application of the person to
whom the search warrant was issued or any other
person who is authorised to execute the search
warrant; and
(c) must be made by written application made in
person, unless it is impractical for the police
officer to appear before an issuing officer before
the search warrant expires; and
(d) must be made before the expiry of the search
warrant; and
(e) must be made by issuing an amended search
warrant (specifying the new time for expiry of the
search warrant).
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This provision prescribes a clear process for search
warrant powers to be extended by an issuing officer. This
capacity is limited to circumstances where there is a clear
need to do in order to satisfy the purpose for which the
search warrant was issued. As the circumstances which
gave rise to the issuing of the warrant can change over
time, there is a requirement that the warrant cannot be
extended beyond 6 days after its issue. It would remain
open to the police to apply for a new warrant if these
requirements were not met.

Model Provisions

Commentary
Division 5: Urgent search

1.20 Exercise of search warrant powers without a
search warrant
(1) Subject to subsection (2), a police officer may exercise
the powers in section 1.11 at a private place, to search
for evidence of the commission of a serious offence
before a search warrant is issued, for a period of up to
3 hours commencing from the time the crime scene is
established.
(2) The powers under subsection (1) can be
exercised only if:
(a) a crime scene has been established; and
(b) it is not practicable to first obtain a search
warrant including by telephone or other electronic
means; and
(c) the police officer suspects on reasonable grounds
that it is necessary to immediately exercise the
search warrant powers to preserve evidence of the
commission of a serious offence.
(3) As soon as practicable after the exercise of the
powers under subsection (1), the police officer must:
(a) make a record of the reasons for exercising those
powers and how they were exercised; and

This provision ensures that, in urgent and time-critical
situations where it is necessary to do so, police can act
immediately to search for and seize evidence before a
warrant has been obtained.
The use of this power is only likely to be justified in
exceptional circumstances, because in most cases it
should be sufficient for a crime scene to be established
to protect evidence until a warrant can be obtained.
However, there may be circumstances where the
collection of evidence of a serious offence is timecritical, for instance, because a blood sample is exposed
to the elements and crime scene powers cannot be
used to adequately protect the sample due to extreme
weather conditions.
This provision includes important safeguards to ensure
that this emergency power is not used inappropriately.
As soon as practical, the officer must apply for a
search warrant, and any evidence that was collected
will be inadmissible in court unless the warrant is
issued to retrospectively authorise the actions taken.
Alternatively, judges have the option of admitting
unauthorised evidence if they are satisfied it is in the
interests of justice to do so.

(b) apply for a search warrant.
(4) If a police officer exercises the search warrant
powers without a search warrant under subsection
(1), any evidence collected at the crime scene is
inadmissible unless:
(a) the collection of that evidence is subsequently
authorised by a search warrant issued under this
Part; or
(b) it is in the interests of justice to admit the
evidence collected.

Division 6: General provisions
1.21 Use of force
(1) Unless otherwise stated, when exercising or
performing the powers, functions or duties conferred
or imposed by this Part:
(a) a police officer may use such force against
persons and things; and
(b) a person who is not a police officer and who has
been authorised to assist the police officer may
use such force against things, as is reasonably
necessary and proportionate in the circumstances.

This provision authorises police officers to use force
in certain circumstances when exercising the powers,
functions and duties regarding crime scenes, search
and seizure.
This provision promotes to compliance with internationally
recognised standards about the appropriate use of force
by law enforcement officers. The provision, therefore,
includes a number of key safeguards.
The force must be ‘reasonably necessary’. This means
that force should only be used if verbal warnings and other
means have not been sufficient to convince the person to
comply with a lawful direction of the police officer.
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(2) Before exercising force against a person or a
person’s property under paragraphs (1)(a) or (b), a
police officer, or person authorised to assist, must
make a lawful direction to the person to comply with
the power, function of duty being exercised, unless the
police officer, or person authorised to assist, believes
on reasonable grounds that the effective execution of
a warrant, function or duty would be frustrated
by doing so.
(3) The force that may be used under this section shall
not include force that is likely to cause death or
serious harm to a person unless it is necessary to
prevent death or serious injury to the police officer or
another person.
(4) A police officer exercising powers under this Part
must take reasonable care not to disturb or damage a
place or property more than is reasonably necessary.

1.22 Offence
Any person who without reasonable excuse, intentionally
hinders or obstructs a police officer or person assisting
a police officer in executing a search under this Part
commits an offence, and is liable on conviction to a
maximum penalty of [insert] or imprisonment for a
maximum period of [insert timeframe], or both.

1.23 Purposes for which things, documents, data and
information may be used, shared or disclosed
(1)

A police officer may only use, or make available for
use, a thing seized under this Part, or the original
or a copy of a document produced under this Part,
or electronic equipment or a storage device moved
for examination under this Part (including any data
extracted from it), for the purpose of preventing,
investigating or prosecuting an offence.

(2) A police officer may only share or disclose private
information about another person that has been
obtained during the exercise of police powers under
this Part for the purpose of preventing, investigating
or prosecuting an offence.
(3) The conduct authorised under subsections (1) and (2)
includes making a thing, document, data or information
available for use by a foreign law enforcement agency, in
accordance with this Part and the [Mutual Assistance Act].
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Commentary
The force must also be ‘proportionate in the
circumstances’, meaning the force should be the
minimum necessary to ensure the lawful objective is
met and that their own safety and the safety of others
is secure. The force should also be proportionate to the
purpose for which it is being used. For example, the
use of lethal force to prevent a person’s entry to a crime
scene would be disproportionate if other factors such
as an officer’s safety are not at issue. Force that is likely
to cause death or serious harm to another person is
only permitted where it is necessary to prevent death or
serious injury to the police officer or another person.
Only a police officer is authorised to use force against
a person. Force against property can be used (in the
prescribed circumstances) by both a police officer and a
person who is authorised to assist a police officer.
This provision is limited in its application to this part of
the model provisions, covering crime scenes, search
and seizure. However, policing legislation often includes
provisions of this nature that apply to the exercise of
all powers, functions and duties conferred or imposed
on police by that legislation. When adapting these
model provisions for use in a particular jurisdiction,
consideration should be given to whether the provision
should have broader application, or whether this provision
is unnecessary because it is already covered by an
existing provision of broad application.
The purpose of this provision is to deter people from
obstructing or interfering with a lawful search and
seizure, by making it a criminal offence to do so.
The maximum penalty for the offence needs to be sufficiently
high to act as an effective deterrent, and should be consistent
with maximum penalties for similar offences. Since the
appropriate penalty is likely to vary between jurisdictions, it
has been left for individual countries to determine.
This provision ensures that private property and
information that comes into police possession or
knowledge through the exercise of crime scene and search
powers conferred under this part, can only be used, shared
or disclosed for appropriate law enforcement purposes.
For example, this provision would make it unlawful for a
police officer to use a computer that has been seized under
a search warrant for their own personal use.
It would also make it unlawful for a police officer to
circulate private emails or photographs, which have been
found on a seized electronic device, to friends or c
olleagues for their amusement.

Part 2
Laws relating to the
collection and use of
electronic evidence

The model provisions in Part 2 enable the
collection and use of electronic evidence,
taking into account necessary human rights
safeguards and future advances in technology.

Electronic evidence will
undoubtedly be an area of
forensic investigation that
has growing importance for
Pacific police.

Division 1 (Additional provisions for search
warrant powers for electronic evidence)
continues on from the search warrant powers
in Part 1. If PICs decide to include the power
to search, seize or move electronic equipment
or storage devices, this part includes the
additional safeguards that should accompany
this important power.

Electronic forensics is the ‘science’ of recovering
information from computers, smart phones and
other electronic equipment and devices for the
purposes of a criminal investigation. As internet
usage in the Pacific increases and record
keeping becomes more computer based, there
will be a growing need for electronic information
to be obtained and used as evidence, particularly
for prosecutions for fraud, corruption and other
offences of dishonesty.
Records from telecommunications providers
about phone calls, text messages, emails or
other internet activities are also becoming
increasingly important sources of evidence
in criminal prosecutions. While there
is widespread international recognition
that there are circumstances where it is
appropriate for law enforcement agencies to
access this type of information, it is important
there are appropriate safeguards in legislation
to balance rights to privacy.

Division 2 (Telecommunications records)
allows police to access telecommunications
records as part of their investigations. Due to
the sensitive nature of such records, the model
provisions set out the different procedures that
should apply depending on the nature of the
record being sought.
Division 3 (Telecommunications warrants)
specifies the procedures to be followed when
obtaining a telecommunication warrant in
order to seek access to telecommunication
records that include the content of messages.
These model provisions mirror the search
warrant powers in Part 1 but with some
adaptations to fit the circumstances
surrounding telecommunications records.
Division 4 (Evidentiary certificates) allows acts
undertaken by telecommunications providers
when giving effect to requests from police to
be received into evidence by way of certificate.
Evidentiary certificates remove the need for
telecommunications providers to attend court
in every case in which telecommunications
records are sought to be admitted in order to
provide the evidentiary chain.
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Division 5 (Assistance to foreign countries)
provides guidance on the model provisions
required for police to give effect to requests
from foreign countries seeking access to
telecommunications records. Due to the
increased international nature of criminal
activity, investigations by police are
increasingly likely to involve assistance from
countries across the Pacific and the world.
There are two different types of assistance
available to PICs – police to police assistance
and mutual assistance.
Police-to-police assistance is a form of
cooperation between police in one country
and police in another country. Examples of
police-to-police assistance include exchange
of intelligence information or preliminary
enquiries to determine whether evidence of an
offence is located in a foreign country. Policeto-police assistance is often used at the early
investigation stage or to obtain evidence that
does not require the use of coercive powers.
Mutual assistance is the process countries
use to obtain government-to-government
assistance in criminal investigations and
prosecutions. Examples of mutual assistance
include executing telecommunications
warrants to obtain evidence such as records
from a telephone company. Due to the coercive
nature of the powers involved, ministerial
approval is usually required.
This Division assumes that PICs have a mutual
assistance scheme and legislation in place and
provides complementary provisions in relation
to telecommunications records.
There is some overlap between Part 1 and Part
2 with regards to the provisions on warrants,
in particular, the provision for application
for telecommunications warrants by other
means in urgent or remote circumstances
(section 2.20). If a PIC is considering adopting
the provisions in both Part 1 and Part 2, then
these provisions can be consolidated. If a PIC
is considering only adopting the provisions in
Part 2, the provisions have been replicated for
ease of reference.
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These model provisions provide a starting
point for PICs when considering the collection
and use of electronic evidence. Due to the
wide ranging nature of electronic evidence
and telecommunications records, there may
be additional provisions or alternative drafting
to be considered when developing policy
around these issues. These may include
the establishment of independent oversight
bodies, updated seizure provisions, further
safeguards on access to content information,
provisions relating to mutual assistance in
criminal matters and application to other
enforcement or intelligence agencies.
Additional consideration will also need to
be given for compatibility with the Council
of Europe’s Convention on Cybercrime
(Convention). The endnotes to this Part
outline issues for further consideration.

Model Provisions

Commentary

Division 1: Additional provisions for search warrant powers for electronic evidence
2.1 Examination not to cause damage
A police officer executing a search warrant is not
authorised to exercise the search warrant powers in
paragraphs 1.11(2)(r)-(u) unless the police officer or any
other police officer or assistant assisting the police officer
under paragraph 1.11(2)(x) has reasonable grounds to
believe that the examination can be carried out without
damaging the equipment, device or data.

This provision is a safeguard to prevent damage to
equipment, device or data by persons not experienced
with electronic equipment or storage devices. Operating
equipment or devices by persons at the warrant premises
should only be carried out if the person involved is
confident they can operate the equipment or device without
damage, especially to the data, as this may prejudice the
integrity of the evidence and any future use of the evidence
in later proceedings.
If the police officer or assistant does not have reasonable
grounds to believe they can examine the equipment or device
without incurring damage, the equipment or device should
be moved under paragraph 1.11(2)(v) in order to enable
examination offsite by an appropriately qualified person.

2.2 Destruction of data that cannot be seized
If the Police Commissioner is satisfied that the data
accessed or copied under subsection 1.11(2) cannot be
seized under a search warrant, the Commissioner must
arrange for the destruction of:
(a) any data obtained under subsection 1.11(2) from any
device under the control of the police authority; and
(b) any other reproduction of the data in the control of
the police authority.
2.3 Receipt for the moved equipment or device
(1) If electronic equipment or a storage device is moved
under paragraph 1.11(2)(v), the police officer must,
as soon as is reasonably practicable after moving the
equipment or device:
(a) if the place is occupied, give or cause to be given
to the occupier a receipt for the moved electronic
equipment or storage device; or

This provision is a safeguard to prevent the retention of
potentially sensitive data if it cannot be seized under the
warrant. For example, data that has been accessed or
copied but that does not provide evidence of the offence
being investigated.
The Police Commissioner is responsible for arranging for
the destruction of the data on any device under the control
of the police authority, such as a computer and any copy
of the data in the control of the police authority, such as a
print out or a copy on a USB.
This provision requires police who move an item under
paragraph 1.11(2)(v) to provide a receipt for the item setting
out certain prescribed information.
The receipt differentiates between items taken from a
person and items taken from the occupier. This is to cover
instances where the occupier may be absent but also
instances where items are taken from more than one
person and those persons may be visitors to the place
rather than the occupier (i.e. an office).

(b) if the place is not occupied, leave a receipt for the
moved electronic equipment or storage device in a
conspicuous position at the place.
(2) The receipt in subsection (1) must include the following
information:
(a) a description of the moved electronic equipment or
storage device; and
(b) the date and time that the electronic equipment or
storage device was moved; and
(c) if taken from a person, the name, address and
phone number of the person, if known; and
(d) if taken from an occupied place, the name, address
and phone number of the occupier of the place, if
known; and
(e) the name, rank, station and phone number of the
police officer who moved the electronic equipment
or storage device; and
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(f) where the moved electronic equipment or storage
device will be taken to; and
(g) the date the receipt is issued; and
(h) the timeframe within which the moved electronic
equipment or storage device is required to be
returned if it is not seized under the search
warrant powers in subsection 1.11(2).
(3) The receipt may be for a single item of electronic
equipment or storage device or for all electronic
equipment or storage devices moved from the place.
(4) This section does not apply if a police officer believes
on reasonable grounds, that:
(a) there is no-one apparently in possession of the
moved electronic equipment or storage device; or
(b) the moved electronic equipment or storage device
has been abandoned.
2.4 Timeframe for a moved equipment or device
(1) Any electronic equipment or storage device moved under
paragraph 1.11(2)(v) must be returned within 14 days to
the person from whom it was moved, or to the owner if
that person is not entitled to possess it, except where:
(a) a police officer applies to a [insert relevant
authority] for one or more extensions of that time if
the officer believes on reasonable grounds that the
electronic equipment or storage device cannot be
examined or processed within 14 days or within the
time as previously extended; or
(b) the police officer believes on reasonable
grounds that:
(i)

it is appropriate that the electronic equipment or
storage device is seized under the warrant; or

(ii) possession of the electronic equipment or
storage device may constitute an offence.
(2) The police officer must give notice of the application in
paragraph (1)(a) to the owner or the person from whom
the electronic equipment or storage device was moved
and that person is entitled to be heard in relation to the
application.
(3) Subject to subsection (4), a [the relevant authority] may
order an extension of the time in which a police officer
must return any electronic equipment or storage
device moved under paragraph 1.11(2)(v).
(4) The [relevant authority] may make an order under
subsection (3) if satisfied that the electronic equipment
or storage device cannot be examined or processed
within 14 days or within the time as previously
extended.
(5) A single extension under this section cannot exceed
7 days.
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The provision limits the length of time police can retain an
item to 14 days, however, this can be extended if the relevant
police officer believes on reasonable grounds that the item
cannot be examined or processed within that time period.
The provision recommends someone other than the police
officer, and ideally more senior than the police officer,
hears the application and approves any extension of time.
The relevant authority may be a senior officer, the Police
Commissioner or a court as determined by each jurisdiction.
The police officer is not required to return the item if the
decision is made to seize the item under the warrant or
possession of the item may constitute an offence. For
example, the item is stolen property. PICs may also wish
to consider making provision for retaining items under
proceeds of crime legislation.
The police officer must give notice of the proposed
extension to the owner of the item or person from whom
the item was moved and that person is entitled to be heard
in relation to the application for the extension (subsection
(2)). This will enable the relevant authority to have access
to information such as the likely impact of the extension
on the person (e.g. loss of income) and therefore, be in a
position to make an informed decision.
The provision provides that a single extension cannot
exceed 7 days. However, there is no restriction on seeking
subsequent extensions if the conditions in paragraph (1)(a)
can still be met.

Model Provisions
2.5 Minimising need to retain a seized equipment
or device
(1) A police officer who retains seized electronic
equipment or a storage device under subsection 1.11(2)
must take the steps that are reasonably necessary
to minimise the need to retain the seized electronic
equipment or storage device as evidence by, as soon as
reasonably practicable:
(a) arranging for the seized electronic equipment or
storage device to be photographed; or

Commentary
If an item is seized under a warrant, this provision requires
police to take steps to minimise the need to retain the
electronic equipment or device. This is to assist in
returning items that are high value items, such as those
used for employment purposes or to conduct daily affairs,
and reduce any potential disadvantage to the owner.
Broader seizure powers are beyond the scope of the model
provisions. Therefore, PICs will need to consider how this
provision will complement existing seizure provisions in
their jurisdiction.

(b) arranging for any necessary test or examination of
the seized electronic equipment or storage device; or
(c) arranging for the relevant data on the electronic
equipment or storage device to be copied; or
(d) gathering any other available secondary evidence in
relation to the electronic equipment or storage device.
(2) Despite subsection(1), a police officer may retain
the seized electronic equipment or storage device for a
reasonable time if the police officer believes, on reasonable
grounds, that retaining the seized equipment or device is
necessary to prevent the commission of an offence.
2.6 Exercise of reasonable care
(1) The police officer or any other police officer or
assistant assisting the police officer, must, while the
electronic equipment or storage device is retained, take
reasonable care to prevent any damage to:
(a) the electronic equipment or storage device; and
(b) data recorded on the electronic equipment or
storage device; and

‘Damage’ is defined as the erasure or addition of data
in order to cover any changes to the data but forensic
processes are excluded from this definition. Some digital
forensic processes will add or alter data (e.g installing a
program to facilitate copying) but this does not necessarily
damage the device or alter the user’s personal data.
PICs may consider whether they wish to include any
provisions that cover monetary compensation if equipment,
a device or data has been damaged.

(c) data accessed by operating the electronic
equipment or storage device; and
(d) programs associated with the use of the electronic
equipment or the storage device or with the use of
the data.
(2) In this section, damage, in relation to data, includes
damage by erasure of data or addition of other data but
does not include the reasonable alteration of data by
digital forensic processes.
2.7 Directions for assistance to access data
(1) A police officer executing a warrant in accordance
with section 1.11 may direct a person who has access
to data stored on, or accessible from, any electronic
equipment or storage device found at the place to give
the police officer reasonable assistance to access that
data where the police officer suspects, on reasonable
grounds, that the data may provide evidence of the
commission of the offence.
(2) Subsection (1) applies to equipment or devices at the
place, moved under paragraph 1.11(2)(v) or seized
under the warrant.
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(3) A person who fails without reasonable excuse to
comply with a direction under subsection (1) commits
an offence, and is liable on conviction to:

This provision addresses the practical problem that it may
be difficult to access and identify data sought as evidence
under the warrant. A means to order the cooperation
of knowledgeable persons will help in making searches
more effective and cost-efficient and may also relieve
administrators of any contractual or other obligations not
to disclose data.1

(a) a maximum penalty of [insert] or imprisonment for
a maximum period of [x months/years], or both; or
(b) if the offence investigated relates to national
security or child indecency, a maximum penalty of
[insert] or imprisonment for a maximum period of
[x months/years], or both.
(4) In this section, reasonable assistance includes the
provision of any information that a police officer or any
other police officer or assistant assisting the police
needs to access and read data, including but not limited
to providing passwords, codes, encryption keys, scanning
a fingerprint or assistance to navigate a file system.

Police powers to compel a suspect to assist police to access
their computer or digital device has been found by British
courts not to violate the right against self-incrimination.2
The provision of assistance is limited to what is reasonable.
Circumstances where assistance may not be reasonable
may include where the disclosure of a password or other
security measure would unreasonably disclose private
information of other users or other data that is not
authorised to be searched.3
The provision also recommends a higher penalty for cases
that concern child indecency or national security. This
reflects the serious nature of these offences coupled with
the increased use of electronic equipment in carrying
out the offences. PICs may need to consider the use of
the terms ‘child indecency’ and ‘national security’ and
whether they will need to be defined.

Division 2: Telecommunication records
2.8 Telecommunication records
In Divisions 2, 3, 4 and 5:
‘authorised representative’ means:
(a) the managing director of a telecommunications
provider or a body corporate of which the
telecommunications provider is a subsidiary; or
(b) the secretary of a telecommunications provider or
a body corporate of which the telecommunications
provider is a subsidiary; or
(c) an employee authorised in writing by the managing
director or secretary of the telecommunications
provider or a body corporate of which the
telecommunications provider is a subsidiary
‘telecommunications records’ include both ‘content
communications’ and ‘non-content information’ stored or
transmitted by a telecommunications provider
‘content communication’ means information that forms
the content or substance of a telecommunication including
but not limited to the text of a short message service (SMS)
message, or the words spoken in a telephone conversation
‘non-content information’ means any data relating to
subscriber information or data that formed a part in the
chain of communication indicating the communication’s
origin, destination, route, time, date, size, duration or type
of underlying service
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Telecommunication records are divided into two types –
content and non-content.
‘Content communications’ refer to the message or
substance of a communication and are generally regarded
as being more sensitive than non-content information.
‘Non-content information’ (also referred to as traffic data)
provides the details about the communication and the definition
lists the different categories of non-content information. For
example, ‘origin’ and ‘destination’ include identifiers such
as a telephone number or Internet Protocol (IP) address and
‘underlying service’ refers to the type of service that is being
used such as file transfer, email or instant messaging.
The reason for the division is that access to content
communications and non-content information must
be approached in different ways due to the sensitivities
surrounding access. Access to content communications
involves a significant intrusion into a person’s privacy.
Therefore, additional safeguards apply to accessing this
information such as the requirement to obtain a warrant
and the requirement to meet a specific offence threshold.
Access to non-content information, such as the name of
an account holder of a particular phone number, is often
required in the initial stages of an investigation. This is
often before police have been able to identify a specific
offence and therefore, may not always be able to satisfy a
specific offence threshold.

1

Council of Europe, Explanatory Report to the Convention on Cybercrime at 201, <http:conventions.coe.int/Treaty/en/Reports/Html/185.htm>.

2

Bela Chatterjee ‘Fight child pornography through UK encryption law: a powerful weapon in the law’s armoury?’ 24 Children & Family
Law Quarterly (2012) 410, 417.

3

Council of Europe, as above, at 202.
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‘telecommunications provider’ includes
telecommunications companies and licensees under
relevant telecommunications licensing legislation
as well as companies that facilitate the carriage of
communications over physical infrastructure and
wireless networks, including but not limited to companies
that provide communications over the top of physical
infrastructure and wireless networks operated by other
companies, such as internet service providers, mobile
virtual network operators and application layer providers
such as social networking or webmail providers
‘preservation order’ means an order requiring a
telecommunications provider to retain specified types
of telecommunication records that are routinely stored
and are within the possession or under the control of the
telecommunications provider

2.9 Preservation orders
(1) A police officer may issue to a telecommunications
provider a preservation order if the police officer is
satisfied that the preservation of telecommunications
records is reasonably necessary for law enforcement
purposes.
(2) A telecommunications provider who receives a
preservation order under this section, must disclose
as soon as practicable, a sufficient amount of the
noncontent information to enable the police officer
to identify any other telecommunications providers
involved in the transmission of the communication.
(3) A telecommunications provider who is issued a
preservation order must keep confidential any
procedures and information relating to the order while
the order is in force.

4

Commentary
The definition of ‘telecommunications provider’
encompasses a broad range of providers that enable or
facilitate the carriage of communications over physical
infrastructure. These include telephone companies who
use another company’s physical infrastructure as well as
internet service providers and webmail providers.
Telecommunication providers only hold the content of
communications, such as emails and SMS messages,
and non-content information for limited periods of time.
A ‘preservation order’ permits police to preserve or
‘quick freeze’ certain non-content information and content
communications held by a provider. The records preserved
under a preservation order are not disclosed at the time of
preservation. Instead it allows police sufficient time for a
disclosure request or warrant application to be made.
However, telecommunications providers are not required
to preserve every communication or piece of information,
only the records that are routinely stored by the provider.
Preservation in this context must be distinguished from
retention. To preserve information means to keep that
information, which already exists in a stored form, protected
from anything that would cause its current quality or
condition to change or deteriorate.4 Retention relates to
actively collecting data and keeping it stored into the future.
This provision provides for a police officer to issue a
preservation order on a telecommunications provider if they
consider the provider holds telecommunications records
that may be of use for law enforcement purposes. The order
prevents the records from being deleted or destroyed as
part of the provider’s regular record keeping processes.
The provision also requires providers to provide police with
certain non-content information so police can determine
if there is another provider involved in the transmission.
This will then allow police to issue a preservation order
on any other providers involved and preserve the chain of
communication in its entirety.
In order to keep sensitive police operations confidential
and prevent any tampering or deletion of the records, the
provision imposes a confidentiality clause on the provider.5

Council of Europe, as above, at 151.

	See endnotes for further discussion on confidentiality provisions.
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2.10 When a preservation order is in force
A preservation order:
(a) comes into force when the telecommunications
provider receives it; and

Commentary
The preservation order is not indefinite and this provision
provides that it expires when the provider complies with a
request for the records that have been preserved, the order
is revoked or after 90 days have passed.

(b) ceases to be in force on any of the following dates,
whichever occurs first:
(i)

the date on which the telecommunications
provider complies with a lawful request for the
records preserved by the preservation order; or

(ii) the date on which the preservation order is
revoked by a police officer; or
(iii) 90 days after the preservation order is received
by the telecommunications provider.
2.11 Revoking a preservation order
(1) A police officer may revoke a preservation order at any
time in writing.
(2) A police officer must revoke a preservation order in
writing if the officer is satisfied that the preservation
order is no longer required.

A police officer may revoke a preservation order at any
time but must revoke the order if they are satisfied that
the records being preserved are no longer required for law
enforcement purposes. This prevents providers from having
to retain records that are no longer required and thus
reduces the administrative burden.

(3) Where a preservation is revoked under this section, the
police officer must:
(a) immediately inform the authorised representative
of the telecommunications provider of the
revocation; and
(b) as soon as practicable give the authorised
representative of the telecommunications provider
a copy of the written revocation.
2.12 Request for disclosure of non-content information
(1) A police officer may request that a telecommunications
provider disclose records of noncontent information
where the police officer is satisfied that:
(a) the disclosure is reasonably necessary for law
enforcement purposes; and
(b) written approval of a senior police officer has
been obtained.
(2) A senior police officer, before granting approval in
paragraph (1)(b) must:
(a) be satisfied that the public interest in the
disclosure of the records substantially outweighs
the interference with the privacy of any person that
may result from the disclosure; and
(b) consider relevant matters including the following:
(i)

the volume and nature of the records
requested; and

(ii) the gravity of the conduct under investigation; and
(iii) the likely usefulness of the records to that
investigation; and
38

Non-content information can often provide police with
important information in an investigation. Information such
as calls between certain phone numbers and the number
of calls made can provide police with the necessary
intelligence to progress a criminal investigation.
The approval of a senior police officer is a safeguard to
prevent any unnecessary intrusion into a person’s privacy.
PICs will need to consider a definition of senior police
officer that fits their circumstances. It should be an officer
with an appropriate level of seniority such as the officer in
charge of a station or a Commissioner.
The senior police officer must consider relevant matters
such as the volume of the records requested and the
usefulness of those records. A request to disclose a
large number of records that would impose a significant
burden on a telecommunications provider may be rejected
if the police officer cannot sufficiently demonstrate the
importance of those records to the investigation. This
aims to avoid ‘fishing expeditions’ where the police officer
is hoping to discover useful information rather than
investigating a specific offence.
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(iv) the purpose for which access to those records
is requested as part of that investigation.
(3) A telecommunications provider must comply within [1]
month after a request in subsection (1) is made.
(4) The failure by a telecommunications provider without
reasonable excuse to comply with the request in
subsection (1) is an offence punishable by a maximum
penalty of [insert amount].
(5) A telecommunications provider, an employee, a
director, an agent, a contractor, or a representative
of a telecommunications provider is exempt from
all liability for any act done or omitted to be done in
accordance with this section in good faith.
(6) A telecommunications provider requested to disclose
non-content information under this section must keep
confidential any procedures and information relating to
the request.
(7) This section does not apply to non-content information
as it is generated or transmitted.

2.13 Request for access to non-content information as it
is generated or transmitted
(1) A police officer may request that a telecommunications
provider provide access to records of non-content
information as they are generated or transmitted,
where the police officer is satisfied that:
(a) the access is reasonably necessary for the
investigation of an offence punishable by at least
[3] years imprisonment; and
(b) written approval of a senior police officer has
been obtained.

Commentary
Given the need to obtain information quickly in
investigations, this power resides with the police but
the provisions also place a time limit on how long
a telecommunications provider has to disclose the
information and a penalty if the time limit is exceeded.
Undue delay from the provider may result in the
information becoming meaningless. One month has been
nominated as the recommended time but providers should
disclose the information as soon as possible.
The provision also provides an exemption from liability
to the telecommunications provider and its employees,
contractors etc. for disclosing this information as long as
it is done in good faith in accordance with the provision.
Disclosing non-content information to another person is
usually unlawful under telecommunications legislation.
Therefore, providers and their employees must be made
exempt from any penalty or punishment under other laws
if they are cooperating with a lawful request from police
under this provision.
In order to keep sensitive police operations confidential,
subsection (6) imposes a confidentiality clause on the
provider.6 PICs may specify a time limit on the clause.
This provision provides the power for police to obtain access
to non-content information as it is generated or transmitted.
This is also often referred to as live interception.
The threshold for this access should be higher than
section 2.12. The recommended threshold is an offence
punishable by at least 3 years imprisonment. This is
due to the increased level of intrusion into a person’s
privacy by receiving information about the transmission of
communications as they are happening.
In order to keep sensitive police operations
confidential, subsection (8) imposes a confidentiality
clause on the provider.7

(2) A senior police officer, before granting approval in
paragraph (1)(b) must:
(a) be satisfied that the public interest in the
access to the records substantially outweighs
the interference with the privacy of any person
that may result from the access; and
(b) consider relevant matters including the
following:
(i)

the volume and nature of the records
requested; and

(ii) the gravity of the conduct under investigation; and
(iii) the likely usefulness of the records to that
investigation; and
(iv) the purpose for which access to those records
is requested as part of that investigation.

	See endnotes for further discussion on confidentiality provisions.
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	See endnotes for further discussion on confidentiality provisions.
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Commentary

(6) The failure by a telecommunications provider without
reasonable excuse to comply with a request in
subsection (1) is an offence punishable by a maximum
penalty of [insert amount].
(7) A telecommunications provider, an employee, a
director, an agent, a contractor, or a representative
of a telecommunications provider is exempt from
all liability for any act done or omitted to be done in
accordance with this section in good faith.
(8) A telecommunications provider who is requested to
provide access to non-content information as it is
generated or transmitted under this section must keep
confidential any procedures and information relating to
the request while the request is in force.
2.14 When a request to access non-content information
is in force
(1) The request to provide access to or disclose noncontent
information as it is generated or transmitted under
section 2.13:

A request to access non-content information must be
time limited (subsection (2)). The recommended timeframe
is 45 days to ensure requests are targeted and the intrusion
into a person’s privacy is limited to what is required
but also to allow sufficient time for police to access the
necessary information.

(a) comes into force at the time the
telecommunications provider from whom the
access is requested receives notification of the
request; and
(b) ceases to be in force at the time specified by the
police officer requiring the access unless the
request is earlier revoked.
(2) The time specified by the police officer in paragraph (1)
(b) cannot be longer than [X] days, beginning on the day
the request comes into force.
2.15 Revoking a request to access
non-content information
(1) A police officer may revoke a request under section
2.13 at any time in writing.
(2) A police officer must revoke a request under section
2.13 in writing if the officer is satisfied that the request
is no longer required.
(3) Where a request is revoked under this section, the
police officer must:
(a) immediately inform the authorised representative
of the telecommunication provider of the
revocation; and
(b) as soon as practicable give the authorised
representative of the telecommunications provider
a copy of the written revocation.
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This provision provides an obligation on the police officer to
revoke a request if it is no longer required. Again, this is to
ensure requests are targeted and limited but also to reduce
the administrative burden on the telecommunications provider.
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2.16 Non-content information to be used for lawful
purposes only
(1) Any non-content information disclosed or accessed
under this Division may only be used:
(a) for the purpose for which it was originally obtained;
or
(b) to enforce the criminal law; or
(c) to enforce a law imposing a pecuniary penalty; or
(d) to protect the public revenue.
(2) If the Police Commissioner is satisfied that a record
obtained under sections 2.12 or 2.13 is no longer useful
for a lawful purpose, the Police Commissioner must
arrange for the destruction of any record and any other
reproduction of that record in the control of the police
authority.
(3) Subsection (2) does not relate to the destruction of
court records.

2.17 Disclosure of content communications
(1) A telecommunications warrant authorises a police
officer to request that a telecommunications provider
allow access to and disclose specified content
communications that the telecommunications provider
stores or is transmitting .
(2) A telecommunications provider must comply with a
request in subsection (1) for content communications
that the telecommunications provider stores within [1]
month of the request.
(3) The failure by a telecommunications provider without
reasonable excuse to comply with the request in
subsection (1) is an offence punishable by a maximum
penalty of [insert amount].
(4) A telecommunications provider, an employee, a
director, an agent, a contractor, or a representative
of a telecommunications provider is exempt from
all liability for any act done or omitted to be done in
accordance with this section in good faith.

Commentary
This provision ensures that any non-content information
obtained can only be used for limited, lawful purposes.
In addition to the purpose for which the information was
originally obtained, the information can also be used to
enforce other laws.
This provision is also important in that it allows the
noncontent information to be used in circumstances were
police are unable to prove the primary offence but are able
to prove a lesser offence.
The provision requires the Police Commissioner to arrange
for any records, and copies of records, that are no longer
useful to be destroyed. The Police Commissioner is
nominated as the responsible officer given their oversight
for the operations of the police authority but this can be
adjusted to suit individual PICs. The destruction of the
records is to ensure that a person’s information is not
retained for longer than necessary. The provision clarifies
that this does not extend to records outside the control of
police such as court records.

As content communications refer to the message or
substance of a communication and are generally
regarded as being more sensitive than non-content
information, a higher threshold applies before these
records can be disclosed.8
The provisions require that a warrant is obtained before
police can access content communications. The provision
applies to both content communications that are stored
(historical records) and content communications as they
are transmitted (live interception).
As for disclosure of non-content information, one
month has been nominated as the recommended time
but providers should disclose the information as soon
as possible. A request for content communication a
provider is transmitting must be complied with straight
away. A failure to meet a request is punishable by a fine.
Providers are also exempt from liability and must keep any
procedures involved in executing the warrant confidential.9

(5) A telecommunications provider who is requested to allow
access to and disclose specified content communications
under this section must keep confidential any procedures
and information relating to the request for the duration
of the telecommunications warrant.

	See endnotes for further discussion on confidentiality provisions.
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	See endnotes for further discussion on confidentiality provisions.
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2.18 Content communications to be used for lawful
purpose only
(1) The content communications disclosed under section
2.17 may only be used:
for the purpose for which it was originally obtained; or
to enforce a criminal offence punishable by at least [3]
years imprisonment; or
to protect the public revenue.
(2) If the Police Commissioner is satisfied that a record
obtained under section 2.17 is no longer useful for
a lawful purpose, the Police Commissioner must
arrange for the destruction of any record and any other
reproduction of that record in the control of the police
authority.
(3) Subsection (2) does not apply to court records.

Commentary
This provision ensures that any content communications
can only be used for limited, lawful purposes. In addition
to the purpose for which the information was originally
obtained, the information can also be used to enforce other
laws.
Communications obtained may disclose evidence of other
criminal offences. For example, communications obtained
in relation to drug offences may also provide evidence of
money laundering offences. However, it is recommended
that the secondary offence must be punishable by at least 3
years imprisonment as the recommended threshold for the
primary offence is 5 years imprisonment (see section 2.19).
This provision is important in that it also allows the content
communication to be used in circumstances were police
are unable to prove the primary offence but are able to
prove a lesser offence, as long as that lesser offence is
punishable by at least 3 years imprisonment.
As for section 2.16, this provision contains a safeguard to
prevent the retention of telecommunications records for
longer than is necessary.

Division 3: Telecommunications warrant
2.19 Application for a telecommunications warrant
(1) A police officer may apply to the court for a
telecommunications warrant to require a
telecommunications provider to allow access to and
disclose content communications in respect of:
(a) a telecommunications service that has been used,
is being used or is likely to be used by a person
who is engaged or reasonably suspected by the
police officer to be engaged in the commission
of an offence punishable by at least [5] years
imprisonment; or
(b) a person who is engaged in or reasonably
suspected by the police officer to be engaged in the
commission of an offence punishable by at least [5]
years imprisonment.
(2) The telecommunications warrant application must be
sworn, and state:
(a) the police officer’s name, rank and station; and
(b) details of the telecommunications provider; and
(c) the offence to which the application relates; and
(d) a description of the content communications
requested that are suspected of being evidence of
the commission of the offence; and
(e) the information or evidence that is being relied
on to support a suspicion that is the content
communications are held by or transmitted by the
telecommunications provider; and

	See endnotes for further discussion on thresholds.
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The provisions set out the procedure for applying for a
telecommunications warrant including the information
that the telecommunications warrant must contain. The
type of information required is the type of information that
a court would need in order to determine (in accordance
with section 2.21) whether there are reasonable grounds
to issue the warrant and what the warrant should cover.
These mirror the requirements for a search warrant in Part
1 but are modified to suit telecommunications records.
The provisions use the term ‘court’ to signify that these
types of warrants should only be approved with judicial
oversight. PICs can amend this term to use the most
appropriate term as required, e.g. magistrate.
A warrant in respect of a telecommunications service is
for circumstances where police only require access to one
service at a time (e.g. one telephone number). A warrant in
respect of a person is for circumstances where more than
one telecommunications services is being used or is likely
to be used by a person.
The threshold offence for access to or disclosure of content
communications is an offence punishable by at least 5
years imprisonment. This is to ensure access to such
sensitive information is only required for the most serious
of offences.10
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(f) for each telecommunications warrant issued
in the previous year that related to the
telecommunication service or person described in
paragraph (d)(if known):
(i)

when and where the telecommunications
warrant was issued; and

(ii) the type of offence to which the
telecommunications warrant related; and
(iii) whether a proceeding was started in relation
to evidence obtained from the warrant.
(3) The police officer must provide (either orally or
in writing) such further information as the court
requires concerning the grounds on which the
telecommunications warrant is being sought.

Commentary
This provision only applies to a particular
telecommunications service (e.g. a phone number) or a
particular person who is suspected to be involved in an
offence. It does not apply to innocent third parties who
may communicate with individuals under investigation for
serious offences. Such a provision is beyond the scope of
the model provisions.
The requirement to include information on each
telecommunications warrant in the previous year is to
ensure the court is aware of any previous warrants and
the outcomes of those warrants. Repeated requests for
telecommunications warrants that do not result in any
outcomes may signify issues with the investigation.

(4) The police officer need not appear before the court
when the court is considering the application, unless
the court reasonably requires it.
2.20 Applications for telecommunications warrants by
other means in urgent or remote circumstances
(1) A police officer may apply to a court for a
telecommunications warrant without a sworn written
application as required by section 2.19:
(a) in an urgent case; or
(b) if the delay that would occur if an application
were made in person would frustrate the effective
execution of the telecommunications warrant.
(2) An application under subsection (1) may be made by
telephone, fax or other electronic means.
(3) If email or fax is available, the police officer must send
a copy of the application to the court.
(4) The court may:
(a) require communication by voice to the extent that it
is practicable in the circumstances; and
(b) make a recording of the whole or any part of any
such communication by voice.
(5) An application under this section must include:

This provision sets out an alternative process for applying
for a telecommunications warrant in one of two possible
circumstances.
First, where the need for a telecommunications warrant
is so urgent and time critical that there is no time to
follow the standard application process (i.e. where the
evidence is likely to be lost unless it is disclosed or
accessed without delay).
Second, where following the standard process would take
so long as to frustrate the purpose of the warrant. This
could occur on an outer or remote island where the police
officer cannot find an appropriate person to swear their
application in front of, or where there is no timely way of
transmitting the telecommunications warrant application
to a judicial officer (i.e. because there is no available fax or
email capacity).
This provision allows for a more streamlined process
whereby an officer can make an application orally (e.g.
by telephone) or in writing before it has been sworn. The
officer is still required to provide all the information that
is normally required, and is also required to explain the
reasons why the standard process would not be suitable.

(a) all information required to be provided in an
application for a telecommunications warrant
under section 2.19; and
(b) the reasons for the urgency under paragraph (1)
(a) or the reasons why making a sworn written
application would frustrate the effective execution
of the warrant under paragraph (1)(b) but the
application may, if necessary, be made before the
information is sworn.
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2.21 Consideration of application for
telecommunications warrant

Since telecommunications warrants give rise to coercive
law enforcement powers it is important to ensure that:

(1) Where an application for a telecommunications warrant
has been made under sections 2.19 or 2.20, the court
may, if satisfied that there are reasonable grounds for
doing so, issue the telecommunications warrant.

•

telecommunications warrants are only issued where
there are good grounds for doing so,

•

courts understand their role and take it seriously, and

•

courts give due consideration to all relevant factors
before issuing a warrant.

(2) In determining whether there are reasonable grounds
to issue a telecommunications warrant under
subsection (1), a court must:
(a) be satisfied that the public interest in the access
to and disclosure of the records substantially
outweighs the interference with the privacy of
any person that may result from the access and
disclosure; and
(b) be satisfied that the relevant person in subsection
2.19(1) has used, is using or likely to use the
service or has used, is using or is likely to use
more than one service; and
(c) consider relevant matters including the following:
(i)

the volume and nature of the records
requested; and

(ii) the gravity of the conduct under
investigation; and
(iii) the likely usefulness of the records to that
investigation; and
(iv) the purpose for which access to those records
is requested as part of that investigation; and
(v) the reliability of the information on which the
application is based, including the nature of
the source of the information; and
(vi) whether there is sufficient connection between
the content communications requested and the
offence to which the application relates; and
(vii) whether other methods for the investigation of
the offence, other than a telecommunications
warrant, have been used by or are available to
the police officer; and
(viii) how much the methods in paragraph (vii)
would assist or prejudice the investigation of
the offence; and
(ix) whether any conditions should be
imposed in relation to the execution of the
telecommunications warrant.
(3) If an application is made to a court under section
2.20, in addition to considering the relevant matters in
subsection (2), the court must be satisfied:
(a) that a telecommunications warrant in the terms of
the application should be issued urgently; or
(b) the delay that would occur if the process in section
2.19 were followed would frustrate the effective
execution of the telecommunications warrant.
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Commentary

This provision seeks to achieve these objectives by
clarifying the role of the court, the circumstances in which
a telecommunications warrant may be issued and the
relevant matters that must be considered by the court. It
provides useful guidance to the court, and also provides
clear grounds for the court to refuse to issue a warrant
where there are no reasonable grounds for doing so.
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2.22 What the telecommunications warrant must state
The telecommunications warrant must state:
(a) the particulars of the telecommunications provider
who is the subject of the telecommunications
warrant; and
(b) brief particulars of the offence to which the
telecommunications warrant relates; and
(c) the particular content communications, associated
with that telecommunications provider, that are to
be accessed or disclosed under the warrant; and
(d) for access to content communication as it is
transmitted, the duration for which the court
approves the warrant, up to a maximum of [X]
days; and

Commentary
This provision provides clear guidance to police officers
about what they can and cannot request under a warrant.
It also ensures that courts consider and communicate key
limitations on the exercise of warrant powers.
For disclosure of content communications as they are
transmitted, it is recommended that the court only be able
to approve a warrant for up to 45 days. As for access to
non-content information as it is generated or transmitted,
this is to ensure requests are targeted and the intrusion
into a person’s privacy is limited to what is required
but also to allow sufficient time for police to access the
necessary communications.
For other disclosures of content communications, it is
recommended that court approve the warrant for up to 6
days from the day the warrant is issued.

(e) for disclosure of content communications other
than content communications as it is transmitted,
the date and time on which the warrant ends which
must not exceed a maximum of [X] days from the
date on which it was issued; and
(f) any conditions imposed in relation to the execution
of the telecommunications warrant; and
(g) the signature, name and position of the [issuing
officer] of the court.
2.23 Telecommunications warrant authorised by
telephone or other electronic means in urgent or
remote circumstances
(1) If a court issues a telecommunications warrant applied
for under section 2.20, the court must immediately
deliver, fax or email a copy of the warrant to the police
officer if it is reasonably practicable to do so.
(2) f it is not reasonably practicable to deliver, fax or email
a copy of the warrant to the police officer:
(a) the court must tell the police officer:
(i)

what the terms of the warrant are; and

(ii) the day and time when the warrant was
signed; and
(b) the police officer must complete the form of
warrant and write on it:
(i)

the name of the [issuing officer] of the court; and

(ii) the day and time when the warrant was
signed; and
(iii) the terms of the warrant.
(3) The police officer must send, as soon as practicable, to
the court:

This provision ensures that, where a telecommunications
warrant is authorised by telephone or through other oral
rather than written communication, there is still a process
requiring the court to clearly communicate those terms
to the police officer who made the application, and for
a written record of the terms of the warrant to be made
(which can be adduced in court later if necessary).
The provision makes clear that, where it is ‘reasonably
practicable’ for the court to immediately deliver, fax or
email a copy of the warrant to the applying officer, then
this must be done.
Where this is not possible, another process is
prescribed whereby the court must tell the police officer (by
telephone or other means) what the terms of the warrant
are, and the police officer must fill out a warrant form with
that information.
The requirement for the form filled out by the police officer
to be sent to the court, and attached to the search warrant
signed by the issuing officer of the court, provides a
mechanism for ensuring that the police officer fulfils their
obligation to fill out the warrant form. It also ensures that
both documents will be available to be adduced in court in
the event that the existence or terms of the warrant ever
becomes an issue in legal proceedings.

(a) the sworn application; and
(b) if a copy of the telecommunications warrant was
not delivered, faxed or emailed to the police officer
– the form completed under paragraph (2)(b).
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Commentary

(4) On receiving the documents under subsection
(3), the court is to attach the documents to the
telecommunications warrant signed by the [issuing
officer] of the court.
(5) If:
(a) it is material, in any proceedings, for a court to
be satisfied that the exercise of a power under a
warrant applied for under section 2.20 was duly
authorised; and
(b) the form of warrant signed by the [issuing officer]
is not produced in evidence the court is to assume,
unless the contrary is proved, that the exercise of
the power was not duly authorised.
2.24 Extension of telecommunications warrants
(1) A court cannot vary a telecommunication warrant by
extending the period for which it is to be in force.
(2) Subsection (1) and paragraphs 2.22(d) and (e) do not
prevent the issue of a second or further warrant.
2.25 Telecommunications provider to be informed
When a telecommunication warrant is issued under this
Division, the police officer must:

The purpose of this provision is to be clear that
telecommunications warrants cannot be extended.
Given the level of intrusion into a person’s privacy,
police are required to reapply, instead of extend, so the
requirements in section 2.19 are met each time.

This provision ensures that the telecommunications
provider is informed in writing about what the police are
requesting and their authority for requesting it.

(a) immediately inform an authorised representative
of the telecommunications provider of the issue of
the warrant; and
(b) as soon as practicable give the authorised
representative a copy of:
(i)

the telecommunications warrant; or

(ii) a copy of the form completed by the police
officer under paragraph 2.23(2)(b).
2.26 When the telecommunications warrant ends
(1) For telecommunications warrants relating to access
to content communication as it is generated or
transmitted, unless revoked, the warrant ceases to
have effect on the end date and time specified in the
warrant.
(2) For telecommunications warrants relating to
disclosure of content communications other than
content communications as it is generated or
transmitted, unless revoked, the warrant ceases to
have effect on the earlier of:
(a) the execution of the warrant; or
(b) the end date and time specified in the warrant.
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This provision ensures that the exercise of coercive
telecommunications warrant powers is appropriately
time-limited and cannot be exercised more than once.
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Commentary

2.27 Revocation of a telecommunications warrant
(1) A police officer must revoke a telecommunications
warrant in writing if satisfied that the access or
disclosure of the content communication is no longer
required. (2) Where a telecommunications warrant
under this Division is revoked, the police officer must:

This provision provides an obligation on the police officer
to revoke a warrant if it is no longer required. Again,
this is to ensure requests are targeted and limited
but also to reduce the administrative burden on the
telecommunications provider.

(a) immediately inform the authorised representative
of the telecommunications provider of the
revocation; and
(b) as soon as practicable give the authorised
representative of the telecommunications provider
a copy of the written revocation.

Division 4: Evidentiary certificate
2.28 Evidentiary certificate
(1) An authorised representative of a telecommunications
provider may issue an evidentiary certificate sworn
by him or her setting out such facts as he or she
considers relevant with respect to acts or things done
by, or in relation to, the provider in order to:
(a) comply with a preservation order under
section 2.9; or
(b) comply with a request to disclose non content
information under section 2.12; or
(c) comply with a request to access to non content
information under section 2.13; or
(d) enable a telecommunications warrant to be executed.
(2) An evidentiary certificate issued under subsection (1) in
a proceeding that relates to a serious offence:
(a) is to be received into evidence without further
proof; and
(b) is conclusive evidence of the matters stated in
the document.

An evidentiary certificate covers the acts undertaken
by telecommunication providers when giving effect to
preservation orders, disclosure and access to non-content
information requests and telecommunication warrants. The
certificate, signed by an authorised representative of the
provider, can be received in evidence and in proceedings
relating to serious offences, can be received in evidence
without further proof and is conclusive evidence of the acts
undertaken. However, the certificates are limited to the
actions taken by the provider and do not prove any fact in issue
before the court. Therefore, the certificates do not prevent
a defendant from challenging the validity of the request or
warrant or the information being used against them.
Evidentiary certificates remove the need for
telecommunications providers to attend court in every case
in which telecommunications records are sought to be
admitted in order to prove the evidentiary chain. This removes
a significant burden on providers, particularly where they may
have a limited physical presence or technical staff in-country.
It also prevents employees from having to give evidence in
court in relation to serious offences, where to do so would be
potentially dangerous to the employee such as being seen to
be cooperating with police.

Division 5: Assistance to foreign countries
2.29 Definitions
In this Division:
‘foreign preservation order’ means an order requiring
a telecommunications provider to retain specified types
of telecommunication records that are routinely stored
and are within the possession or under the control of the
telecommunications provider
‘serious offence’ means an offence punishable by at least
[X] years imprisonment

A ‘foreign preservation order’ allows police to preserve
certain telecommunications records at the request of a
foreign country. A foreign preservation order is identical
to a domestic order in coverage and scope but additional
procedures apply. A foreign preservation order allows
records to be preserved while the foreign country makes a
request for non-content information and/or disclosure of
content communication. As these processes can involve
mutual assistance requests which often take time to be
authorised, preservation orders are very important in
ensuring valuable information is not destroyed.
The definition of ‘serious offence’ mirrors the definition in
Part 1. Different countries may take different views about
how ‘serious’ an offence needs to be to give rise to police to
police assistance and mutual assistance obligations. These
provisions leave it to the country to decide on the particular
threshold that is most appropriate in their context.
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2.30 Issue of a foreign preservation order following
a request from a foreign country
(1) The Police Commissioner may issue to a
telecommunications provider a foreign preservation
order on receipt of a request from a foreign country.
(2) The Police Commissioner, before issuing the foreign
preservation order in subsection (1), must be satisfied that:
(a) the foreign country intends to submit a mutual
assistance request for any content communications
under the foreign preservation order; and
(b) the request relates to an investigation for a
criminal matter involving a serious offence under a
law of that country; and
(c) the request does not concern an offence which the
Police Commissioner considers a political offence
or connected to a political offence.
(3) If the Police Commissioner considers that the foreign
preservation order will not ensure the future availability
of the telecommunications records or will threaten the
confidentiality of or otherwise prejudice the foreign
country’s investigation:
(a) the Police Commissioner shall inform the foreign
country of this as soon as practicable; and
(b) the foreign country can then determine whether
the Police Commissioner should proceed with the
foreign preservation order.
(4) The Police Commissioner may refuse a request for
a foreign preservation order if the Commissioner
considers that the execution of the request is likely to
prejudice the sovereignty, security or public order or
other essential interests of [home country].

Commentary
This provision sets out the process for the issuing of a
foreign preservation order. The decision making level has
been increased to the head of the police authority, the
Police Commissioner, due to the additional decisions and
considerations that are required when responding to a
foreign country’s request.
This provision provides for when the Police Commissioner
considers that the telecommunications provider may take
action that will threaten the confidentiality or otherwise
prejudice the foreign country’s investigation.11 The Council
of Europe gives the example of when the provider may
be controlled by a criminal group or is the target of the
investigation itself. The foreign country can then decide
whether to continue with the order or go straight to seeking
mutual assistance for a search warrant.
As with domestic preservation orders, a telecommunications
provider must inform the Police Commissioner if any
other telecommunications providers may be involved in
the transmission. This is particularly important if the other
provider or providers are in a third country. The Police
Commissioner must then disclose a sufficient amount of
non-content information to the foreign country so they can
determine if additional preservation orders are required.
The Police Commissioner is under no obligation to pass
this information on if the Commissioner considers that
the preservation order itself may prejudice the country’s
sovereignty, security, public order or other interests.
As with domestic provisions, a telecommunications
provider is bound by a confidentiality clause on any
procedures involved in the preservation order.12

(5) A telecommunications provider who receives a foreign
preservation order under this section, must disclose as
soon as practicable, a sufficient amount of the noncontent information to enable the Police Commissioner
to identify any other telecommunications providers
involved in the transmission of the communication.
(6) If from the information provided in subsection
(5), the Police Commissioner discovers that a
telecommunications provider in another country was
involved in the transmission of the communication,
the Police Commissioner shall disclose to the
foreign country a sufficient amount of non-content
information to enable the foreign country to identify the
telecommunications provider.
(7) Disclosure of non-content information under (6)
may be withheld if the Police Commissioner
considers that the disclosure is likely to prejudice
[home country’s] sovereignty, security or public order
or other essential interests.
(8)
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A telecommunications provider which is issued a
foreign preservation order must keep confidential any
procedures and information relating to the order while
the order is in force.

11

Council of Europe, as above, at 288.

	See endnotes for further discussion on confidentiality provisions.
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2.31 Specifics of a foreign country request for a foreign
preservation order

This provision sets out the required information to be
included in a request for a foreign preservation order.

The request from the foreign country in subsection 2.30(1)
must be in writing and it must specify:

The requirement for the request to be in writing can include
by fax or email.

(a) the name of the foreign authority; and
(b) the criminal matter involving a serious offence
under a law of that country; and
(c) the identity of the telecommunication records to be
preserved and its relationship to the offence; and

The formal request for access to the records in paragraph
(f) can be a request to disclose non-content information
under section 2.35 or a mutual assistance request for
content communications under the relevant mutual
assistance legislation.

(d) if possible, the identity of the provider or the
telecommunications service; and
(e) the reasons for the request; and
(f) the intention by the foreign authority to
make a formal request for access to the
telecommunications records preserved under the
foreign preservation order.
2.32 When a foreign preservation order is in force
A foreign preservation order:
(a) comes into force when the telecommunications
provider receives it; and

The foreign preservation order is not indefinite and the
provisions provide that it expires when the provider
complies with a request for the information that has been
preserved or the order is revoked.

(b) ceases to be in force on any of the following dates,
whichever occurs first:
(i)

the date on which the telecommunications
provider complies with a lawful request for
the records preserved under the foreign
preservation order; or

(ii) the date on which the foreign preservation
order is revoked by the Police Commissioner.
2.33 Disclosure under a foreign preservation order
(1) Non-content information preserved under a foreign
preservation order may only be disclosed in accordance
with section 2.35.
(2) Content communications preserved under a foreign
preservation order may only be disclosed in accordance
with the [Mutual Assistance Act].

This provision provides guidance on the process for releasing
any information under a foreign preservation order.
As noted above, these provisions assume that mutual
assistance legislation exists in PICs as model provisions on
mutual assistance provisions more broadly is beyond the
scope of this project.
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2.34 Revoking a foreign preservation order
(1) The Police Commissioner must revoke a foreign
preservation order in writing by the [X] day after:
(a) 180 days from the day the telecommunications
provider received the foreign preservation order
have elapsed and no request under section 2.35
or mutual assistance request under the [Mutual
Assistance Act] is made by the foreign country; or
(b) the [relevant authority] under the [Mutual Assistance
Act] refuses the mutual assistance request; or
(c) the foreign country withdraws the mutual
assistance request.

Commentary
As with domestic preservation orders, foreign
preservation orders must also be revoked when no
longer required. This will be in circumstances where the
foreign country has not made any progress to lodging a
formal request for the records, either through a request
to disclose non-content information or through a mutual
assistance request. It must also be revoked if the
relevant authority in the home country refuses the mutual
assistance request or the foreign country withdraws the
mutual assistance request.
The time limit for foreign preservation orders is extended
to 180 days. This allows sufficient time for mutual
assistance requests to be processed.

(2) Where a foreign preservation is revoked under this
section, the Police Commissioner must:
(a) immediately inform the authorised representative
of the telecommunication provider of the
revocation; and
(b) as soon as practicable give the authorised
representative of the telecommunications
provider a copy of the written revocation.
2.35 Request for disclosure of non-content information
(1) The Police Commissioner may request that a
telecommunications provider disclose records of
noncontent information where the Commissioner has
received a request from a foreign country.
(2) The Police Commissioner, before making the request
under subsection (1) must:
(a) be satisfied that the disclosure is reasonably
necessary for the enforcement of the criminal law
of the requesting foreign country; and
(b) be satisfied that the public interest in the
disclosure of the records substantially outweighs
the interference with the privacy of any person that
may result from the disclosure; and
(c) consider relevant matters including the following:
(i)

the volume and nature of the records
requested; and

(ii) the gravity of the conduct under
investigation; and
(iii) whether there are reasonable grounds to
believe the disclosure is relevant to that
investigation; and
(iv) the purpose for which access to those records
is sought as part of that investigation.
(3) A telecommunications provider must comply with
a request under subsection (1) within [1] month of
the request.

	See endnotes for further discussion on confidentiality clauses.

13

50

This provision also provides for foreign countries to request
disclosure of non-content information on a police-to-police
basis. Again, the provisions follow the same principles as
the domestic provisions but the decision maker is elevated
to the Police Commissioner.
As for the domestic provisions, it is recommended that
the provider have one month to comply with the request
and a failure to do so is an offence. The provider is also
exempt from any liability under other laws and the provider
is subject to a confidentiality clause.13 PICs may specify a
time limit on the clause.

Model Provisions

Commentary

(4) The failure by a telecommunications provider without
reasonable excuse to comply with the request in
subsection (1) is an offence punishable by a maximum
penalty of [insert amount].
(5) A telecommunications provider, an employee, a
director, an agent, a contractor, or a representative
of a telecommunications provider is exempt from
all liability for any act done or omitted to be done in
accordance with this section in good faith.
(6) A telecommunications provider requested to disclose
non-content information under this section must keep
confidential any procedures and information relating to
the request.
(7) This section does not apply to non-content information
as it is generated or transmitted.
2.36 Conditions for communicating
non-content information
The Police Commissioner may communicate noncontent
information records obtained under section 2.35 to the
foreign country subject to the following conditions:

This provision provides the Police Commissioner with
the power to disclose the records to the foreign country
once they have been provided by the telecommunications
provider subject to certain conditions.

(a) that the non-content information will only be used
for the purposes for which the foreign country
requested the information unless permission is
sought to use the information for the alternate
purpose; and
(b) If the foreign country is satisfied that the non
content information obtained under section 2.35 is
no longer useful for those purposes, that foreign
country must arrange for the destruction of:
(i)

any non-content information record; and

(ii) any copies of the non-content information
record in the control of the foreign authority.
2.37 Disclosure of existing non-content information
to a foreign country
(1) The Police Commissioner may authorise the disclosure
of existing non-content information which has been
disclosed by a telecommunications provider for a
domestic law enforcement purpose to a foreign country.

This provision provides for sharing of existing non-content
information between countries. The Police Commissioner
can authorise the disclosure of non-content information
records to another country if the records have already
been disclosed to the domestic police authority for a
domestic investigation.

(2) The Police Commissioner, before making the
disclosure in subsection (1), must:
(a) be satisfied that the disclosure is reasonably
necessary for the enforcement of the criminal law
of a foreign country; and
(b) be satisfied that the public interest in the
disclosure of the records substantially outweighs
the interference with the privacy of any person that
may result from the disclosure; and
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(c) consider relevant matters including the following:
(i)

the volume and nature of the records
requested; and

(ii) the gravity of the conduct under investigation; and
(iii) whether there are reasonable grounds to
believe the disclosure is relevant to that
investigation; and
(iv) the purpose for which access to those records
is requested as part of that investigation.
2.38 Conditions for communicating existing
noncontent information
The Police Commissioner may communicate existing
non-content information under section 2.37 to the foreign
country subject to the following conditions:
(a) that the non-content information will only be used
for the purposes for which the foreign country
requested the information unless permission is
sought to use the information for the alternate
purpose; and
(b) if the foreign country is satisfied that the non
content information obtained under section 2.37 is
no longer useful for those purposes, that foreign
country must arrange for the destruction of:
(i)

any non-content information record; and

(ii) any copies of the non-content information
record in the control of the foreign authority.
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As with section 2.36, the Police Commissioner can pass on
the non-content information under section 2.37 to the foreign
country subject to conditions.
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2.39 Request by a foreign country to access noncontent
information as it is generated or transmitted

The Police Commissioner can make a request to a
telecommunications provider on behalf of a foreign country
for access to non-content information as it is generated
or transmitted (live interception) in similar terms to a
domestic request. However, this is subject to certain
conditions being met.

(1) The Police Commissioner may request that a
telecommunications provider provide access to records
of non-content information as they are generated or
transmitted, where the [home country] has received a
mutual assistance request from a foreign country.
(2) The Police Commissioner must not make the request
in subsection (1) unless the [relevant authority] under
the [Mutual Assistance Act] has authorised the making
of the request.
(3) The Police Commissioner, before making the request
under subsection (1) must:
(a) be satisfied that the access is reasonably
necessary for the investigation of an offence
against the law of a foreign country that:
(i)

is punishable by imprisonment for 3 years or
more; or

(ii) involves an act or omission that, if it had
occurred in [home country] would have
constituted a serious offence; and

The Police Commissioner must be satisfied that the
disclosure is necessary for the investigation of an offence
against the law of the foreign country. The offence must
be punishable by imprisonment for at least 3 years in the
foreign country or the offence must also be an offence in
the home country (dual criminality). Where the foreign
offence is punishable by at least 3 years imprisonment,
there is no dual criminality requirement. The dual
criminality requirement comes into play when the foreign
offence does not meet the 3 year threshold but it is the
equivalent of a serious offence in the home country. Other
considerations, such as whether the offence is a political
offence, should be covered in mutual assistance legislation.
As for the domestic provisions, failure to comply with the
request is an offence. The provider is also exempt from any
liability under other laws and the provider is subject to a
confidentiality clause.14

(b) be satisfied that the public interest in the access
to the records substantially outweighs the
interference with the privacy of any person that
may result from the access; and
(c) consider relevant matters including the following:
(i)

the volume and nature of the records
requested; and

(ii) the gravity of the conduct under investigation;
and
(iii) whether there are reasonable grounds to
believe the disclosure is relevant to that
investigation; and
(iv) the purpose for which access to those records
is requested as part of that investigation.
(4) The failure by a telecommunications provider without
reasonable excuse to comply with a request in
subsection (1) is an offence punishable by a maximum
penalty of [insert amount].
(5) A telecommunications provider, an employee, a
director, an agent, a contractor, or a representative
of a telecommunications provider is exempt from
all liability for any act done or omitted to be done in
accordance with this section in good faith.
(6) A telecommunications provider requested to provide
access to records of non-content information as they
are generated or transmitted under this section must
keep confidential any procedures and information
relating to the request while the request is in force.

	See endnotes for further discussion on confidentiality clauses.
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2.40 When a request by a foreign country to access noncontent information is in force
(1) The request to provide access to non-content
information as it is generated or transmitted under
section 2.39:
(a) comes into force at the time the
telecommunications provider from whom the
access is requested receives notification of the
request; and
(b) ceases to be in force at the time specified by the
Police Commissioner, unless it is revoked earlier.

Commentary
The provisions provide parameters for when a request to
access non-content information as it is generated comes
into force and when it ceases.
A request to access non-content information must be
time limited. The recommended timeframe is 21 days
to ensure requests are targeted and the intrusion into a
person’s privacy is limited to what is required. This time
period differs from time period in the domestic provision.
The shorter time period reflects the need for greater
scrutiny and control over a request to access noncontent
information as it is generated or transmitted.

(2) The time specified by the Police Commissioner in
paragraph (1)(b) cannot exceed [X] days, beginning on
the day the request commences
2.41 Revoking a request to access non-content
information
(1) The Police Commissioner may revoke a request under
section 2.39 at any time in writing.

This provision provides an obligation on the Police
Commissioner to revoke a request if it is no longer
required. Again, this is to ensure requests are targeted and
limited but also to reduce the administrative burden on the
telecommunications provider.

(2) The Police Commissioner must revoke a request under
section 2.39 in writing if the Commissioner is satisfied
that the request is no longer required.
(3) Where a request is revoked under this section, the
Police Commissioner must:
(a) immediately inform the authorised representative
of the telecommunications provider of the
revocation; and
(b) as soon as practicable give the authorised
representative of the telecommunications provider
a copy of the written revocation.
2.42 Conditions for communicating non-content
information as it is generated or transmitted
The Police Commissioner may communicate noncontent
information obtained under section 2.39 to the foreign
country subject to the following conditions:
(a) the non-content information will only be used for the
purposes for which the foreign country requested
the information unless permission is sought to use
the information for the alternate purpose; and
(b) if the foreign country is satisfied the non content
information obtained under section 2.39 is no
longer useful for those purposes, the foreign
country must arrange for the destruction of:
(i)

any non-content information record; and

(ii) any copies of the non-content information record
in the control of the foreign authority; and
(c) any other condition determined in writing by the
[relevant authority] under the [Mutual Assistance Act].
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As with section 2.36, the Police Commissioner can pass on
the non-content information accessed under section 2.39
to the foreign country subject to conditions. An additional
condition is any conditions the relevant authority under the
mutual assistance legislation has included when approving
the mutual assistance request.
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2.43 Conditions for communicating content
communications
The Police Commissioner may communicate content
communications obtained through the execution of a
telecommunications warrant, in accordance with the
[Mutual Assistance Act], to the foreign country to which the
application relates subject to the following conditions:
(a) the information will only be used for the purposes
for which the foreign country requested the
information; and

Commentary
The Police Commissioner can pass on content
communications accessed under a mutual assistance
request to the foreign country subject to conditions
including any conditions the relevant authority under the
mutual assistance legislation has included when approving
the mutual assistance request.
This provision is limited to the actions of police in response
to a mutual assistance request. Comprehensive mutual
assistance provisions are beyond the scope of this project
but should be considered by PICs when implementing the
model provisions.

(b) if the foreign country is satisfied the content
communications obtained under the mutual
assistance request are no longer useful for those
purposes, that foreign country must arrange for
the destruction of:
(i)

any content communication record; and

(ii) and copies of the content communication record
in the control of the foreign authority; and
(c) any other condition determined in writing by
the [relevant authority] under the
[Mutual Assistance Act].

Endnotes
Privilege and unlawful disclosure
PICs should ensure they have privilege
provisions in either common law or other
legislation to ensure police are prevented
from accessing privileged information
as part of their searches or in accessing
telecommunications records. The model
provisions in Part 1 relating to unlawful
disclosure should also be applied to
telecommunication records.
Evidence
PICs may need to review their evidence
legislation and/or rules to ensure
telecommunications records are admissible
in court and subject to the same privileges
that apply to oral evidence. In some
countries, these records fall within the
definition of ‘document’ or a similar term and
therefore, may already be covered.
PICs should also ensure that copies of
telecommunications records are able to be
adduced into evidence so that the original
does not need to be adduced.

Subordinate legislation, or Court Rules, should
also give guidance about the form in which
telecommunications records should be presented
in court in order to be admissible as evidence
(benchmark 2.5).
Cost implications for
telecommunications providers
The processes involved in telecommunications
providers accessing non-content information
and content communication and then delivering
those records to law enforcement agencies can be
technically complex and setting up systems can
require some capital investment by companies
and/or government. Therefore, PICs may need to
consider arrangements for allocating costs between
industry and government.
Council of Europe – Convention on Cybercrime
While efforts have been taken to ensure the model
provisions accord with the Convention on Cybercrime
wherever possible, some of the provisions may not
fully apply the Convention and these instances have
been highlighted where possible.
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In particular, PICs who wish to accede to
the Convention may need to consider the
threshold in relation to access to content
communications. The model provisions only
allow access to content communications for
offences where the minimum penalty is 5 years
imprisonment. While providing an important
safeguard, this threshold may be too limited
for the purposes of the Convention. PICs
may consider a broader approach if they are
planning to accede to the Convention.
The model provisions relating to preservation
orders are limited to telecommunications
records. They do not cover preservation of
stored computer data such as business,
health or personal records as required by
the Convention. PICs will need to consider
additional drafting to cover preservation of
stored computer data. PICs will also need
to consider service providers more broadly,
and not just telecommunication providers.
This also applies to access to subscriber
information for services that do not fall within
the scope of ‘telecommunication providers’.
The Convention also requires legislation around
production orders. This is not covered by the
model provisions and PICs will need to consider
additional drafting to include these if required.
Foreign preservation orders are also limited
to ‘serious offences’ in the law of the foreign
country. While providing an important
safeguard, this threshold may also be too
limited for the purposes of the Convention.
PICs may consider a broader approach if they
are planning to accede to the Convention.
Retention of telecommunication records
PICs will need to consult with
telecommunications providers on how long
certain types of telecommunications records
are held and whether legislation should
include guidance on this issue. For example,
subscriber information in billing records may
be retained for some years, whereas, location
records may only be held for a period of days.
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Technical capability
PICs will also need to consult with
telecommunications providers on their
available technical capabilities to assist police
with their requests. For example, access
to content communication a provider is
transmitting requires the ability of the provider
to make a copy of such communications or the
ability to relay that communication to a police
monitoring centre.
Confidentiality
The model provisions relating to
telecommunications records include provisions
that require a telecommunications provider
to keep any procedures at the request of
police confidential. PICs will need to consider
these provisions in line with their existing
telecommunications and privacy laws. Some
countries do not require subscribers to be
notified if they have been the subject of a
disclosure request, telecommunications
warrant etc. However, some countries do
require notification as soon as an ongoing
criminal investigation would not be prejudiced
by such a notification. The length of time
the provider must keep the procedures
and information confidential can also vary.
The model provisions provide the provider
must keep the procedures and information
confidential for the duration of the order,
request or warrant. These provisions provide
a starting point and will need to be adapted
accordingly for each country.

Part 3
Laws relating to the
collection and use of
identifying particulars
Forensic evidence collected from crime scenes
and other premises, such as fingerprints left on
a window or a blood sample collected for DNA
analysis, is only useful if it can be compared
to fingerprints or DNA profiles of suspects,
victims or other persons who have been
legitimately using the area to determine which
person it came from. It is therefore important
for police to have powers to collect identifying
particulars, such as fingerprints, photographs
and DNA samples, from suspects and other
people. It is also important that these powers
are accompanied by appropriate safeguards to
balance human rights issues, such as ensuring
it is collected in a safe and humane way
which does not amount to cruel, inhuman or
degrading treatment, and that rights relating to
privacy are protected to the extent possible.
The model provisions in Part 3 enable the
collection of identifying particulars from
different categories of people as well as
addressing the subsequent use, storage
and destruction of the particulars and any
associated identifying information.
The model provisions also authorise the
collection of identifying particulars from
suspects and volunteers by consent when
requested by a foreign law enforcement
agency. If consent is not provided, a court may
authorise the procedure following a mutual
assistance request. The model provisions
do not authorise the collection of identifying
particulars from serious offenders serving a
sentence of imprisonment at the request of a

foreign government. Depending on the rules
relating to disclosure of identifying particulars
in a country’s database, this information may
be made available to a foreign country. For
example several Pacific island countries have
access to the PAFIS which allows them to check
for matches against the fingerprint profiles of
serious offenders from across the region.
Division 1 (General concepts) provides an
explanation of different concepts used in Part 3.
Division 2 (Forensic procedures on suspects)
provides the circumstances in which identifying
particulars can be taken from suspects.
Division 3 (Forensic procedures on serious
offenders) provides the circumstances in
which identifying particulars can be taken from
serious offenders who are serving a sentence
of imprisonment.
Division 4 (Forensic procedures on certain
other persons) provides the circumstances in
which identifying particulars can be taken from
volunteers, children and people with impaired
mental capacity.
Division 5 (Carrying out forensic procedures)
specifies the general rules for carrying out
forensic procedures and who may carry out
forensic procedures.
Division 6 (Use, Storage, Destruction and
Admissibility) provides how identifying
particulars and identifying information is to be
stored and used, when they must be destroyed
and when they are not admissible in court.
Appendix B provides a useful overview of the
circumstances in which identifying particulars can
be taken from the different categories of people.
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Model Provisions
Division 1: General concepts
3.1 Identifying particulars and identifying information(1)
(1) An ‘identifying particular’ of a person is any of
the following:
(a) fingerprint;
(b) handprint;
(c) toeprint;
(d) footprint;
(e) voiceprint;
(f) handwriting sample;
(g) a photograph or video recording of the person’s
identifying features, including for example a
photograph of scars or tattoos;
(h) a measurement, impression or cast of any part of
the person’s body;
(i)

biological material.

In order to effectively investigate crimes, police need the
power to collect a wide range of identifying particulars
from suspects and other categories of people for
evidentiary purposes. The purpose of this provision is
to clearly set out the types of particulars that may be
collected from a person.
A ‘voice print’ is a method of measuring the
characteristics of a person’s speech which can be used to
identify a person in a similar way to a fingerprint.
‘Biological material’ includes samples from which
a person’s DNA can be obtained. The definition also
includes samples which may contain DNA from another
person such as skin from under a victim’s fingernails
(paragraph 2(b)).
‘Identifying information’ is the report or results obtained
from examining the identifying particulars. For example,
the results of a DNA test of biological material or the
results of a fingerprint comparison.

(2) ‘Biological material’ includes, but is not limited to:
(a) a sample of hair, nail, saliva, blood, urine or other
bodily fluids, excretions or substances; and
(b) a sample taken from the person that consists of
matter taken from another person.
(3) ‘Identifying information’ means:
(a) information contained in any analysts’ reports
made in relation to the identifying particulars of a
person; and
(b) any other information derived from the identifying
particulars of a person.
3.2 Forensic procedures
(1) A ‘forensic procedure’ is an intimate forensic procedure
or non-intimate forensic procedure.
(2) An ‘intimate forensic procedure’ is any of the following
forensic procedures:
(a) an external examination of the genital or anal area,
the buttocks, or, for a female the breasts;
(b) the taking of a sample of blood;
(c) the taking of a sample of pubic hair;
(d) the taking of a sample by swab or washing from
the external genital or anal area, the buttocks, or,
for a female the breasts;
(e) the taking of a sample by vacuum suction, by
scraping or by lifting by tape from the external
genital or anal area, the buttocks, or, for a female
the breasts;
(f) the taking of a dental impression;
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There are a number of different ways in which identifying
particulars can be collected from a person and these vary
in the level of intimacy involved. Some can be undertaken
without intruding on a person’s privacy such as taking
fingerprints. Others may involve a significant intrusion on
a person’s privacy such as the taking of a sample of blood
or examining a genital area and may require specialist
training. This provision details the different procedures
and their classification as either intimate or non-intimate.
The classification is important in this Part as it determine
who can undertake certain procedures and in what
circumstances they can be undertaken.

Model Provisions

Commentary

(g) the taking of a photograph or video recording of, or
an impression or cast of a wound from, the genital or
anal area, the buttocks, or, for a female the breasts.
(2) A ‘non-intimate forensic procedure’ is any of the following
forensic procedures:
(a) an examination of a part of the body (other than
the genital or anal area, buttocks, or, for a female,
the breasts) that requires touching of the body or
removal of clothing;
(b) the taking of a sample of hair (other than pubic hair);
(c) the taking of a sample from a nail or under a nail;
(d) the taking of a sample of saliva or a sample by
buccal swab;
(e) the taking of a sample of blood by a finger prick;
(f) the taking of a sample by swab or washing from
any external part of the body (other than the
genital or anal area, the buttocks, or, for a female,
the breasts);
(g) the taking of a sample by vacuum suction, by
scraping or by lifting by tape from any external part
of the body (other than the genital or anal area, the
buttocks, or, for a female, the breasts);
(h) the taking of a fingerprint, handprint, toeprint
or footprint;
(i)

the taking of a photograph or video recording of, or
an impression or cast of a wound from, a part of
the body (other than the genital or anal area, the
buttocks, or, for a female, the breasts);

(j) the taking of a handwriting sample or voiceprint;
(k) the taking of a breath sample for breathalyser analysis.

3.3 Meaning of suspect
(a) a person suspected by a police officer, on
reasonable grounds, to have committed an offence;
(b) a person charged with an offence;
(c) a person who has been summoned to appear
before a court for an offence.

The term ‘serious offender’ must be a person who has
been convicted of an offence. This must either be a
‘serious offence’ or ‘prescribed offence’.
It is important that forensics laws include a clear
definition of ‘serious offence’. This threshold is important
in determining when certain powers to take identifying
particulars can be exercised. These provisions leave it to
the country to decide on the particular threshold that is
most appropriate in their context. A ‘prescribed offence’
is an offence that can be prescribed by a country through
regulations. For example, if the threshold of a PIC’s
serious offence is that is punishable by at least 5 years
imprisonment, the country may wish to prescribe offences
that are punishable by at least 3 years imprisonment.

3.4 Meaning of serious offender
In this Part, a ‘serious offender’ is a person convicted of a
serious offence or a prescribed offence.
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3.5 Meaning of serious offence
In this Part, a ‘serious offence’ is an offence punishable by
at least X years imprisonment.
3.6 Meaning of prescribed offence
In this Part, a ‘prescribed offence’ is an offence under
the law of [country] prescribed by the regulations for the
purposes of this section.

The meaning of ‘child’ is a person under the age of 18
years. This is in accordance with international human
rights law, in particular, the United Nations Convention on
the Rights of the Child.

3.7 Meaning of child, guardian, parent and person with
impaired mental capacity

The meaning of a ‘guardian’ can include a legal guardian
under guardianship laws but also customary guardians.

In this Part:

The meaning of a ‘person with impaired mental capacity’
includes adults who may have an intellectual disability,
brain damage or mental health issues. The impaired
mental capacity can also be temporary or permanent.

(a) ‘child’ means a person under the age of 18 years;
(b) ‘guardian’ means a customary or legal guardian:
(i) of a child; or
(ii) a person with impaired mental capacity;
(c) ‘parent’ refers to a parent of a child; and
(d) ‘person with impaired mental capacity’ means an
adult who, without reasonable support:
(i) is incapable of understanding the general
nature and effect of collecting identifying
particulars; or
(ii) is incapable of indicating whether he or she
consents or does not consent to providing
identifying particulars.

Division 2: Forensic procedures on suspects
Consent
3.8 Forensic procedure may be carried out with
informed consent of suspect
(1) This section does not authorise the carrying out of
a forensic procedure on a suspect who is a child or
person with impaired mental capacity.
(2) A person is authorised to carry out a forensic
procedure on a suspect with the informed consent of
the suspect.
(3) A suspect gives informed consent to a forensic
procedure if the suspect consents after a police officer:
(a) requests the suspect to consent to the forensic
procedure in accordance with section 3.9; and
(b) informs the suspect about the forensic procedure
in accordance with section 3.10; and
(c) gives the suspect the opportunity to communicate,
or attempt to communicate, with a lawyer of the
suspect’s choice.
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These provisions cover the circumstances when a forensic
procedure can be carried out on a suspect by consent.
These provisions do not apply to children or a person with
impaired mental capacity – a suspect who is a child or
person with impaired mental capacity can only undergo a
forensic procedure under the order of a court
(see section 3.15).
The suspect must give informed consent. This means the
suspect understands the forensic procedure that is being
requested and the reason for the forensic procedure.
The matters that must be covered in order to constitute
informed consent are set out in section 3.10.
The suspect must also have the right to discuss the
request with a lawyer so they can understand any legal
consequences that may arise from giving the consent
(subsection (4)).
Any forensic procedure carried out on a suspect who gives
informed consent must be carried out in accordance with
Division 5 which relates to the general rules for carrying
out forensic procedures (subsection (7)).
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(4) The police officer must allow the suspect to
communicate, or attempt to communicate, with a
lawyer in private unless the police officer suspects on
reasonable grounds that the suspect might attempt to
destroy or contaminate any identifying particulars that
might be obtained by carrying out the forensic procedure.
(5) A person must, as soon as practicable, carry out
a forensic procedure on a suspect who has given
informed consent.
(6) A police officer must not use the identifying particulars
taken from a person for a purpose other than that
stated to the person at the time of seeking consent.
(7) The forensic procedure carried out under this section
must be carried out in accordance with Division 5.

3.9 Requesting consent of suspect for forensic procedure
(1) A police officer may request a suspect to consent to a
forensic procedure if satisfied that:
(a) there are reasonable grounds to believe that the
suspect has committed an offence; and
(b) if the identifying particulars to be taken include
biological material, the offence in relation to which
the person is a suspect is a serious offence; and
(c) there are reasonable grounds to believe that
the forensic procedure might produce evidence
tending to confirm or disprove that the suspect
committed the offence referred to in paragraph
(a); and
(d) the carrying out of a forensic procedure is justified
in all the circumstances.
(2) In deciding whether carrying out a forensic
procedure is justified in all the circumstances for the
purposes of subsection 3.9(1), a police officer must
consider the following:
(a) whether the public interest in obtaining the
evidence outweighs the suspects human rights to
physical integrity and privacy; and
(b) the seriousness of the circumstances surrounding
the commission of the offence and the gravity of
the offence; and

The purpose of this provision is to clearly state when a
police officer can request a suspect to consent to a forensic
procedure. The requirements in subsection (1) are there to
ensure the police officer does not collect identifying particulars
unnecessarily and to prevent any ‘fishing expeditions’.
A police officer can only request a forensic procedure for the
collection of biological material if the offence is a serious
offence (paragraph (1)(b)). Biological material contains a
significant amount of personal information and therefore,
this should be limited to investigations of serious offences.
When a police officer is considering if the carrying out of a
forensic procedure is justified in all the circumstances, the
police officer must consider the issues in subsection (2).
This includes whether the public interest in obtaining the
evidence outweighs the suspects human rights to physical
integrity and privacy (paragraph (2)(a)). The police officer
must also consider the seriousness of the offence and the
suspect’s alleged involvement in the offence (paragraphs
(2)(b) and (c)). This means the police officer must weigh
up whether the forensic procedure is warranted, especially
if the suspect may have only played a small part in the
offence. The police officer must also consider if there are
other ways to obtain the evidence – that is, whether there
is a less intimate forensic procedure available, or in fact,
whether the evidence could be obtained without using a
forensic procedure (paragraph (2)(d)).

(c) the degree of the suspect’s alleged participation in
the commission of the offence; and
(d) whether there is a less intrusive but reasonably
practicable way of obtaining evidence tending to
confirm or disprove that the suspect committed
the offence.
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3.10 Matters that suspect must be informed of before
giving consent
(1) Subject to subsection (2), a police officer who requests
a suspect to consent to a forensic procedure must
inform the suspect, at the time of the request, of the
following matters:
(a) that a record will be made of the giving of
information under this section, and the giving
of consent (if any) by the suspect, and that the
suspect has a right to a copy of that record; and
(b) the purpose for which the identifying particulars
are required; and
(c) that the person is a suspect and the offence in
relation to which the police officer wants to take
the identifying particulars; and
(d) the way in which the identifying particulars will be
taken; and
(e) that the identifying particulars taken may produce
evidence that could be used in court against the
person; and
(f) if relevant, that any forensic procedure will be
carried out by a medical professional or an
appropriately qualified person; and
(g) that the identifying particulars or identifying
information obtained may be put on a police
database; and
(h) the rules that apply to the disclosure and use of the
identifying particulars or identifying information as
a result of being put on the database in paragraph
(g); and
(i) that the suspect may consent or refuse to consent
to the taking of the identifying particulars; and
(j) that consent can be withdrawn at any time
before the taking of the identifying particulars is
completed; and
(k) if the suspect is being asked to undergo a
forensic procedure because of a request by a
foreign law enforcement agency, the following
additional matters:
(i)

the name of the foreign law enforcement
agency that has made the request; and

(ii) that forensic evidence resulting from the
forensic procedure will be provided to the
foreign law enforcement agency; and
(iii) that the forensic evidence may be used in
proceedings against the suspect in the foreign
country; and
(iv) that the retention of the forensic evidence
will be governed by the laws of the foreign
country; and
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This model provision lists the information that the police
officer must give the suspect in order for the consent to be
informed consent. This includes information on:
•

why the particulars are being taken

•

how the particulars will be used and stored

•

when consent can be withdrawn, and

•

the options open to the police if the suspect does
not consent.

The police officer is required to give this information to
the suspect in the company of an independent person
(subsection (2)). This person can give independent
verification of the suspect’s consent if required. An example
of an independent person may be a lawyer, a family
member or a respected member of the community such
as a priest. PICs should ensure that the time taken to
comply with this requirement is not regarded as part of an
investigation period.
The police officer is also required to record the giving of
the information and the giving of consent and provide a
copy of the record to the suspect (subsections (3) and (4)).
The preferred way to record this is by audio or video tape.
However, a written record will suffice if such means are
not available. This is an important safeguard to ensure the
correct procedure was followed and will assist a court in
determining whether the evidence was lawfully obtained.
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(v)

Commentary

that the retention of the forensic evidence will
be subject to undertakings given by the foreign
law enforcement agency; and

(vi) the content of those undertakings; and
(l) that if the suspect does not consent, the other
powers, if any, under which the forensic procedure
may still be conducted.
(2) The duty of a police officer to inform a suspect in
subsection (1) must be exercised in the presence of
an independent person who is not a police officer,
unless a suspect requests that an independent person
not be present.
(3) The police officer must, if practicable, ensure that:
(a) the giving of the information in subsection 3.10(1)
and the suspect’s responses (if any) are recorded by
audiotape, videotape or other electronic means; and
(b) a copy of the record is made available to the suspect.
(4) If electronic recording of the giving of the information in
subsection 3.10(1) and the suspect’s responses (if any)
is not practicable, the police officer must:
(a) ensure that a written record of the giving of the
information and the suspect’s responses (if any) is
made and signed by the suspect; and
(b) that a copy of the record is made available to
that suspect.
3.11 Withdrawal of suspect’s consent
(1) A suspect who consents under subsection 3.8(3) may
expressly or implicitly withdraw their consent before or
during the forensic procedure.
(2) If a suspect expressly withdraws consent to the taking of
identifying particulars, or if the withdrawal of such consent
can reasonably be inferred from the person’s conduct
before or during the forensic procedure, from the time
of withdrawal, consent is taken to have been refused.

This provision provides that a suspect may withdraw
consent before or during the forensic procedure
(subsection (1)). The suspect may withdraw consent by
expressly stating that they withdraw their consent or it may
be inferred by their actions, such as resisting the procedure
from being undertaken. If a suspect withdrawals consent
a person may only continue with the forensic procedure if
they are authorised to do so under another section.

Order of senior police officer
3.12 Forensic procedure may be carried out on suspect
in custody by order of senior police officer
(1) This section does not authorise the carrying out of a
non-intimate forensic procedure on a suspect if:
(a) the suspect is a child or person with impaired
mental capacity; or
(b) the procedure has been requested by a foreign
country (as contemplated by the [Mutual Assistance
Act]); or
(c) the procedure has been requested by a foreign law
enforcement agency.

If the suspect does not consent to the forensic procedure,
a senior police officer can order a forensic procedure to be
undertaken (section 3.12). However, this order is limited
to non-intimate forensic procedures and to suspects who
are in custody. The power of senior police officers to order
forensic procedures is limited to non-intimate procedures,
as due to the intrusion of privacy entailed by intimate
procedures conducted without a person’s consent, a higher
level of approval is required.
PICs will need to consider a definition of senior police
officer that fits their circumstances. It should be an officer
with an appropriate level of seniority such as the officer in
charge of a station or a Commissioner.
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(2) Subject to section 3.13, a person is authorised to carry
out a non-intimate forensic procedure on a suspect in
custody by order of a senior police officer.

This provision does not apply to suspects who are children
or people with impaired mental capacity and requests
from foreign countries (either through mutual assistance
processes or a request from a foreign law enforcement
agency) (subsection (1)). Mutual assistance processes are
covered by section 3.15.

(3) A forensic procedure carried out under this section
must be carried out in accordance with Division 5.

Any forensic procedure carried out on a suspect by order
of a senior police officer must be carried out in accordance
with Division 5 which relates to the general rules for
carrying out forensic procedures (subsection (3)).
3.13 Circumstances in which senior police officer may
order a non-intimate forensic procedure
(1) A senior police officer may order the carrying out of a
non-intimate forensic procedure on a suspect who is
in custody if:
(a) the suspect was requested to consent to the
forensic procedure; and
(b) the suspect has not consented; and
(c) the senior police officer is satisfied of the matters
in subsection (2).
(2) For the purpose of subsection (1)(c), a senior police
officer must be satisfied that:
(a) the person on whom the forensic procedure is
proposed to be carried out is a suspect; and
(b) the suspect is in lawful custody; and
(c) there are reasonable grounds to believe that the
suspect has committed an offence; and
(d) if the identifying particulars to be taken include
biological material, the offence in relation to which
the person is a suspect is a serious offence; and
(e) there are reasonable grounds to believe that the
forensic procedure might produce evidence tending
to confirm or disprove that the suspect committed
that offence referred to in paragraph (c); and
(f) that the carrying out of the forensic procedure is
justified in all the circumstances.
(3) For the purposes of paragraph (2)(f), the senior police
officer must consider the following:
(a) whether the public interest in obtaining the
evidence outweighs the suspect’s human rights to
physical integrity and privacy; and
(b) the seriousness of the circumstances surrounding
the commission of the offence and the gravity of
the offence; and
(c) the degree of the suspect’s alleged participation in
the commission of the offence; and
(d) whether there is a less intrusive but reasonably
practicable way of obtaining evidence tending to
confirm or disprove that the suspect committed
the offence; and
(e) if the suspect gave any reasons for refusing to
consent, the reasons for not consenting.
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This provision sets out when a senior police officer may
order a non-intimate forensic procedure. In the first
instance, the suspect must be given the opportunity
to consent to the procedure. Only then, if no consent
is given, can the senior police officer make an order
(subsection (1)).
The senior police officer must be satisfied of a number
of things before ordering the procedure (subsection
(2)). This includes that the senior police officer can
only request a non-intimate forensic procedure for
the collection of biological material if the offence is a
serious offence (paragraph (2)(d)). Biological material
contains a significant amount of personal information
and therefore, this should be limited to investigations of
serious offences.
When a senior police officer is considering if the
carrying out of a forensic procedure is justified in all the
circumstances, the senior police officer must consider
the issues in subsection (3). This includes whether
the public interest in obtaining the evidence outweighs
the suspect’s human rights to physical integrity and
privacy (paragraph (3)(a)). The senior police officer
must also consider the seriousness of the offence
and the suspect’s alleged involvement in the offence
(paragraphs (3)(b) and (c)). This means the senior police
officer must weigh up whether the forensic procedure
is warranted, especially if the suspect may have only
played a small part in the offence. The police officer
must also consider if there are other ways to obtain
the evidence – that is, whether there is a less intimate
forensic procedure available, or in fact, whether the
evidence could be obtained without using a forensic
procedure (paragraph (3)(d)). The senior police officer
must also consider any reasons the suspect gave for
refusing to consent to the procedure (paragraph (3)(e)).
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3.14 Record of senior police officer’s order
(1) The senior police officer may make an order under
section 3.13 in person, or if that is not practicable, by
telephone, fax or other electronic means.
(2) A record of the order under subsection (1) must be
made and signed as soon as practicable, and must
include the date and time it was made, and the reasons
for the order.

Commentary
This provision requires that if a senior police officer
orders a non-intimate forensic procedure to be carried
out, he or she must also make a record of the order
and why the order was made and provide a copy to the
suspect. This is an important safeguard to ensure that the
proper procedure was followed and will assist a court in
determining whether the evidence was lawfully obtained.

(3) The senior police officer must ensure that a copy of
the record is made available to the suspect as soon as
practicable after the record is made.

Court order
3.15 Forensic procedure may be carried out on suspect
by court order
(1) A police officer or the director of public prosecutions
may apply to a court for an order to carry out a forensic
procedure on a suspect if:
(a) the suspect is not in custody, and has been
requested to consent and has not consented to the
forensic procedure; or
(b) the suspect is in custody, and has been requested
to consent and has not consented to the forensic
procedure; or
(c) the suspect is a child or person with impaired
mental capacity; or
(d) the forensic procedure has been requested by a
foreign country in accordance with the [Mutual
Assistance Act].
(2)

A police officer or the director of public prosecutions
may not apply to a court for an order to carry out a
forensic procedure under this section if the procedure
has been requested by a foreign law enforcement
agency.

The purpose of this provision is to give the court the power
to compel certain categories of suspects to undergo
forensic procedures in prescribed circumstances. This
includes suspects who have not consented, suspects who
are children or persons with impaired mental capacity
or at the request of a foreign country under mutual
assistance legislation (subsection (1)). However, it does
not cover requests by foreign law enforcement agencies
(subsection (2)).
An application can be made by a police officer or the
director of public prosecutions. The director of public
prosecutions may make an application under this
provision if, for example, he or she identifies that the
identifying particulars of a person are required when
preparing a case for trial.
Any forensic procedure carried out on a suspect by order
of a court must be carried out in accordance with Division
5 which relates to the general rules for carrying out
forensic procedures (subsection (5)).

(3) Subject to section 3.17, a court may order a forensic
procedure to be carried out on a suspect.
(4) A person is authorised to carry out a forensic
procedure on a suspect if a court makes an order in
relation to the suspect under subsection (3).
(5) A forensic procedure carried out under this section
must be carried out in accordance with Division 5.
3.16 Who may apply and form of application

This provision sets out what the application must contain.

An application for an order under subsection 3.15(1) must:
(a) be made in writing; and
(b) be supported by sworn evidence addressing the
matters in section 3.17; and
(c) state the type of forensic procedure sought to be
carried out.
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3.17 Circumstances in which court may order a forensic
procedure on suspect

This provision sets out when a court may order a forensic
procedure.

(1) The court may make an order under subsection 3.15(3) if
satisfied that:

The court must be satisfied of a number of things before
ordering the procedure (subsection (1)). This includes
that the court can only order a forensic procedure for the
collection of biological material if the offence is a serious
offence (paragraph (1)(c)). Biological material contains a
significant amount of personal information and therefore,
this should be limited to investigations of serious offences.

(a) the person on whom the forensic procedure is
proposed to be carried out is a suspect; and
(b) there are reasonable grounds to believe that the
suspect has committed an offence; and
(c) if the identifying particulars to be taken include
biological material, the offence in relation to which
the person is a suspect is a serious offence; and
(d) there are reasonable grounds to believe that the
forensic procedure might produce evidence tending
to confirm or disprove that the suspect committed
the offence referred to in paragraph (b); and
(e) if the forensic procedure has been requested by a
foreign country, the applicant has complied with
the [Mutual Assistance Act]; and
(f) the carrying out of the forensic procedure is
justified in all the circumstances.
(2) For the purposes of subsection(1)(f), a court must
consider the following:
(a) whether the public interest in obtaining the
evidence outweighs the suspect’s human rights to
physical integrity and privacy; and

When a court is considering if the carrying out of a forensic
procedure is justified in all the circumstances, the court
must consider the issues in subsection (3). This includes
whether the public interest in obtaining the evidence
outweighs the suspect’s human rights to physical integrity
and privacy (paragraph (2)(a)). The court must also
consider the seriousness of the offence and the suspect’s
alleged involvement in the offence (paragraphs (2)(b) and
(c)). This means the court must weigh up whether the
forensic procedure is warranted, especially if the suspect
may have only played a small part in the offence. The court
must also consider if there are other ways to obtain the
evidence – that is, whether there is a less intimate forensic
procedure available, or in fact, whether the evidence could
be obtained without using a forensic procedure (paragraph
(2)(e)). The court must also consider any reasons the
suspect gave for refusing to consent to the procedure
(paragraph (2)(f)).

(b) if the forensic procedure has been requested by
a foreign country, whether the public interest
providing and receiving international assistance in
criminal matters outweighs the suspect’s human
rights to physical integrity and privacy; and
(c) the seriousness of the circumstances surrounding
the commission of the offence and the gravity of
the offence; and
(d) the degree of the suspect’s alleged participation in
the commission of the offence; and
(e) whether there is a less intrusive but reasonably
practicable way of obtaining evidence tending to
confirm or disprove that the suspect committed
the offence; and
(f) if the suspect gave any reasons for refusing to
consent, the reasons for not consenting.

3.18 Securing the presence of a suspect at hearing
(1) If the suspect is in lawful custody, the court may, on
application of a police officer, issue a warrant directing
the person holding the suspect to deliver the suspect
into the custody of the police officer for the hearing of
an application for an order under section 3.15.
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The purpose of this provision is to set out the procedures in
place for securing the suspect’s attendance at the hearing
of the court. This includes transferring the suspect to the
custody of another police officer for the hearing (subsection
(1)) and issuing a summons or warrant for the suspect
(subsection (2)).

Model Provisions
(2) Subject to subsection (3), if the suspect is not in
custody, the court may, on the application of a police
officer, issue:
(a) a summons for the appearance of the suspect at
the hearing of the application; or
(b) a warrant for the arrest of the suspect to bring the
suspect before the court for the hearing of
the application.
(3) The court may issue a summons or warrant under
subsection (2), if satisfied that the issue of the
summons or warrant:

Commentary
A person is authorised to carry out a non-intimate forensic
procedure on a suspect in custody by order of a senior
police officer (section 3.12). This provision however will
be utilised when an intimate procedure is required from a
suspect in custody.
A court may only issue a summons or warrant if they
consider it necessary to ensure the appearance of the
suspect at the hearing, to prevent the evidence from
being destroyed or for other reasons that can be justified
(subsection (3)).

(a) is necessary to ensure the appearance of the
suspect at the hearing of the application; or
(b) that the suspect might destroy evidence that
might be obtained by carrying out the forensic
procedure; or
(c) is otherwise justified.
3.19 Procedure at hearing of application for order
If an application for an order is made under section
3.15, the suspect must be present at the hearing of the
application unless:
(a) the application and any summons issued under
paragraph 3.18(2)(a) has been served on the
suspect and the suspect is not present; or

This provision sets out the circumstances in which it is
acceptable for the hearing before the court to take place
without the suspect in attendance. This includes when
a summons has been issued but the suspect has not
responded or it is not practicable to bring the suspect
before the court.

(b) it is not practicable to bring the suspect into court
and the court is satisfied that the probative value
of any identifying particulars obtained in carrying
out the forensic procedure concerned is likely to
be lost or destroyed if there is delay in carrying out
the forensic procedure.
3.20 Action to be taken on making of court order
(1) If a court grants an order pursuant to an application
under section 3.15, the court must:
(a) give reasons for making the order; and
(b) if the suspect is present, inform the suspect that
reasonably necessary and proportionate force may
be used to enable the forensic procedure to be
carried out; and
(c) if the suspect is a child or person with impaired
mental capacity, inform the suspect’s support
person or lawyer that reasonably necessary and
proportionate force may be used to enable the
forensic procedure to be carried out.

Once the court has made an order, the court must give
the reasons for the order as well as informing the suspect
or the suspect’s support person or lawyer that reasonably
necessary and proportionate force may be used to carry
out the procedure (subsection (1)). For example, the
taking of a hair sample may involve the use of force but
only force that is necessary to undertake the procedure.
The court may also give directions as to where, when
and how the forensic procedure is to be carried out
(subsection (2)).

(2) The court may give directions about the date, time,
place where, or how a forensic procedure is to be
carried out.
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Division 3: Forensic procedures on a serious offender
Application
3.21 Forensic procedures to which this Part applies
(1) This Division applies to the following non-intimate
forensic procedures:
(a) the taking of a sample of hair other than pubic
hair; and
(b) the taking of a self-administered buccal swab; and
(c) the taking of a handprint, fingerprint, footprint,
toeprint; and
(d) the taking of a sample of blood by finger prick.
(2) A person is authorised to carry out a non-intimate
forensic procedure under this Division on a serious
offender who is serving a sentence of imprisonment
for a serious offence or prescribed offence whether or
not the offender was convicted of the offence before or
after the commencement of this section.
(3) This Division does not authorise the carrying out of a
non-intimate forensic procedure on a serious offender
if the procedure has been requested by:
(a) a foreign country in accordance with the [Mutual
Assistance Act]; or

The collection of certain identifying particulars from
serious offenders has proven to be a successful method
of law enforcement in jurisdictions around the world.
The collection of the identifying particulars from serious
offenders can be used to find matches on a national or
regional database to those recovered from crime scenes
and help solve open cases that the serious offender may
have been involved in. This practice will increase the
effectiveness of databases such as the Pacific Automated
Fingerprint Identification System (PAFIS). The power
is limited to specific non-intimate procedures as the
identifying particulars collected under these procedures
are sufficient for inclusion on a database.
Subsection (2) clarifies that a procedure can be carried
out on a serious offender even if the offence for which they
were convicted occurred before the section commenced.
This will allow the back-capture of identifying particulars
from offenders currently serving sentences.
The provisions also provide that this Division does not
apply to serious offenders who are suspects or volunteers
(subsection (4)). These circumstances are covered in
Division 2 and Division 4 respectively.

(b) a foreign law enforcement agency.
(4) A person is not authorised to carry out a forensic
procedure under this Division on a serious offender if
the serious offender is a suspect or a volunteer.
Consent
3.22 Forensic procedure may be carried out with
informed consent of serious offender
(1) This section does not authorise the carrying out of a
forensic procedure on a serious offender who is a child
or person with impaired mental capacity.
(2) A person is authorised to carry out a forensic
procedure to which this Division applies on a serious
offender who is serving a sentence of imprisonment
with the informed consent of the serious offender.
(4) A serious offender gives informed consent to a forensic
procedure if the serious offender consents after a
police officer:
(a) requests the serious offender to consent to the
forensic procedure; and
(b) informs the serious offender about the forensic
procedure in accordance with section 3.23; and
(c) gives the serious offender the opportunity to
communicate, or attempt to communicate, with a
lawyer of the serious offender’s choice.
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These provisions cover the circumstances when a serious
offender can consent to a forensic procedure. These
provisions do not apply to children or a person with impaired
mental capacity – a serious offender who is a child or person
with impaired mental capacity can only undergo a forensic
procedure under the order of a court (see section 3.28).
The serious offender must give informed consent. This means
the serious offender understands the forensic procedure that
is being requested and the reason for the forensic procedure.
The matters that must be covered in order to constitute
informed consent are set out in section 3.23.
The serious offender must also have the right to discuss
the request with a lawyer so they can understand any legal
consequences that may arise from giving the consent.
Police are only authorised to use a serious offender’s
identifying particulars for the purpose for which the
serious offender consented to the particulars being used
(subsection (7)).
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Commentary

(5) The police officer must allow the serious offender
to communicate, or attempt to communicate, with a
lawyer in private unless the police officer suspects on
reasonable grounds that the serious offender might
attempt to destroy or contaminate any identifying
particulars that might be obtained by carrying out the
forensic procedure.

Any forensic procedure carried out on a serious offender who
gives informed consent must be carried out in accordance
with Division 5 which relates to the general rules for carrying
out forensic procedures (subsection (8)).

(6) A person must, as soon as practicable, carry out a
forensic procedure on a serious offender who has given
informed consent.
(7) A police officer must not use the identifying particulars
taken from a serious offender for a purpose other than
that stated to the person at the time of seeking consent.
(8) A forensic procedure carried out under this section
must be carried out in accordance with Division 5.
3.23 Matters that serious offender must be informed
of before giving consent
(1) Subject to subsection (2), a police officer requesting
a serious offender’s consent to a forensic procedure
must inform the serious offender, at the time of the
request, of the following matters:
(a) that a record will be made of the giving of
information under this section, and the giving of
consent (if any) by the serious offender, and that
the serious offender has a right to a copy of that
record; and

This provision lists the information that the police officer
must give the serious offender in order for the consent to
be informed consent.
The police officer is required to give this information to
the serious offender in the company of an independent
person (subsection (2)). This person can give independent
verification of the serious offender’s consent if required.

(b) the purpose for which the identifying particulars
are required; and
(c) if the police officer wants the forensic procedure
carried out in relation to an offence, the offence; and
(d) the way in which the identifying particulars will be
taken; and
(e) that the identifying particulars taken may produce
evidence that could be used in court against the
person; and
(f) if relevant, that any forensic procedure will be
carried out by a medical professional or an
appropriately qualified person; and
(g) that the identifying particulars or identifying
information obtained may be put on a police
database; and
(h) the rules that apply to the disclosure and use of the
identifying particulars or identifying information as
a result of being put on the database in paragraph
(g); and
(i) that the person may consent or refuse to consent
to the taking of the identifying particulars; and
(j)

that consent can be withdrawn at any time
before the taking of the identifying particulars is
completed; and
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(k) that if the suspect does not consent, the other
powers, if any, under which the forensic procedure
may still be conducted.
(2) The duty of a police officer to inform a serious
offender in subsection (1) must be exercised in the
presence of an independent person who is not a police
officer, unless the serious offender requests that an
independent person not be present.
(3) The police officer must, if practicable, ensure that:
(a) the giving of the information in subsection (1)
and the serious offender’s responses (if any)
are recorded by audiotape, videotape or other
electronic means; and
(b) a copy of the record is made available to the
serious offender.
(4) If electronic recording of the giving of the information
in subsection (1) and the serious offender’s responses
(if any) is not practicable, the police officer must:
(a) ensure that a written record of the giving of the
information and the serious offender’s responses
(if any) is made; and
(b) a copy of the record is made available to that
serious offender.
3.24 Withdrawal of serious offender’s consent
(1) A serious offender who consents under section 3.22(3)
may expressly or implicitly withdraw their consent
before or during the forensic procedure.
(2) If a serious offender expressly withdraws consent to
the taking of identifying particulars before or during the
forensic procedure, or if the withdrawal of such consent
can reasonably be inferred from the person’s conduct
before or during the forensic procedure, from the time of
withdrawal, consent is taken to have been refused.

This provision provides that a serious offender may
withdraw consent before or during the forensic procedure
(subsection (1)). The serious offender may withdraw
consent by expressly stating that they withdraw their
consent or it may be inferred by their actions, such as
resisting the procedure from being undertaken. If the
serious offender withdrawals consent a person may only
continue with the forensic procedure if they are authorised
to do so under another section.

Order of senior police officer
3.25 Forensic procedure may be carried out on serious
offender by order of senior police officer
(1) This section does not authorise the carrying out of a
forensic procedure on a serious offender who is a child
or person with impaired mental capacity.
(2) Subject to section 3.26, a person is authorised to carry
out a forensic procedure to which this Division applies
on a serious offender who is serving a sentence of
imprisonment by order of a senior police officer.
(3)
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A non-intimate forensic procedure carried out under
this section must be carried out in accordance with
Division 5.

If the serious offender does not consent to the forensic
procedure, a senior police officer can order a forensic
procedure to be undertaken.
This provision does not apply to suspects who are children
or people with impaired mental capacity. These classes of
people are dealt with in section 3.28.
Any forensic procedure carried out on a serious offender
by order of a senior police officer must be carried out in
accordance with Division 5 which relates to the general
rules for carrying out forensic procedures (subsection (3)).
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3.26 Circumstances in which senior police officer may
order non-intimate forensic procedure
A senior police officer may order the carrying out of a
forensic procedure to which this Division applies on a serious
offender who is serving a sentence of imprisonment if:
(a) the serious offender was requested to consent to
the forensic procedure; and

Commentary
This provision sets out when a senior police officer
may order a non-intimate forensic procedure be
carried out on a serious offender serving a sentence
of imprisonment. In the first instance, the serious
offender must be given the opportunity to consent to
the procedure. Only then, if no consent is given, can the
senior police officer make an order.

(b) the serious offender has not consented; and
(c) the senior police officer is satisfied that the
carrying out of the forensic procedure without
consent is justified in all the circumstances.
3.27 Record of senior police officer’s order
(1) The senior police officer may make an order under
section 3.26 in person, or if that is not practicable, by
telephone, fax or other electronic means.
(2) A record of the order under subsection (1) must be
made and signed as soon as practicable, and must
include the date and time it was made, and the reasons
for the order.

This provision requires the senior police officer to
make a record of his or her order. This is an important
safeguard to ensure the correct procedure was followed
and will assist a court in determining whether the
evidence was lawfully obtained.

(3) The senior police officer must ensure that a copy of
the record is made available to the serious offender as
soon as practicable after the record is made.
Court order
3.28 Forensic procedure may be carried out on serious
offender by order of court
(1) A police officer may apply to a court for an order to
carry out a forensic procedure to which this Division
applies on a serious offender who is serving a sentence
of imprisonment.
(2) Subject to section 3.30, a court may order a forensic
procedure be carried out on a serious offender who is
serving a sentence of imprisonment.
(3) A person is authorised to carry out a forensic
procedure on a serious offender who is serving a
sentence of imprisonment if a court makes an order in
relation to the serious offender under subsection (2).

The purpose of this provision is to give courts powers to
compel certain categories of serious offenders serving
sentences of imprisonment to provide identifying
particulars in prescribed circumstances. This includes
serious offenders who have not consented and serious
offenders who are children or persons with impaired
mental capacity. The court may make such an order at the
time of sentencing.
Any forensic procedure carried out on a serious offender
by order of a court must be carried out in accordance with
Division 5 which relates to the general rules for carrying
out forensic procedures (subsection (4)).

(4) A forensic procedure carried out under this section
must be carried out in accordance with Division 5.
3.29 Form of application
(1) An application for an order under subsection 3.28(1) must:
(a) be made in writing; and

This provision sets out what an application to the court
must contain and clarifies that the application can be made
at the time of sentencing or sometime in the future.

(b) be supported by sworn evidence addressing why
the carrying out of the forensic procedure without
consent is justified in all the circumstances; and
(c) state the type of forensic procedure sought to be
carried out.
(2) An application may be made at the time of sentencing
or to any court at a later time.
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3.30 Circumstances in which court may order a forensic
procedure on serious offender

Commentary
This provision sets out when a court may order a
forensic procedure.

(1) The court may make an order under subsection 3.28(2)
if satisfied that:
(a) the person is a serious offender who is serving a
sentence of imprisonment; and
(b) the carrying out of the forensic procedure without
consent is justified in all the circumstances.
(2) For the purposes of paragraph (1)(b), a court must
consider the following:
(a) whether the public interest in obtaining the
evidence outweighs the serious offender’s human
rights to physical integrity and privacy; and
(b) if the serious offender gave any reasons for refusing
to consent, the reasons for not consenting.
3.31 Procedure at hearing of application for order
If an application for an order has been made under section
3.28, the serious offender must be present at the hearing
of the application unless it is not reasonably practicable to
bring the serious offender into court.
3.32 Action to be taken on making of court order
(1) If a court orders the carrying out of a forensic
procedure, the court must:
(a) give reasons for making the order; and
(b) if the serious offender is present—inform the
serious offender that reasonably necessary and
proportionate force may be used to enable the
forensic procedure to be carried out; and
(c) if the serious offender is a child or person with
impaired mental capacity—inform the serious
offender’s support person or lawyer that
reasonably necessary and proportionate force may
be used to enable the forensic procedure to be
carried out.
(2) The court may give directions about the date, time,
place where, or how a forensic procedure is to be
carried out.
(3) An order under this Division takes effect immediately,
however any identifying particulars taken must not
(unless the sample is likely to perish if analysis is
delayed) be analysed:
(a) until the expiration of any appeal period or after
the final determination of any appeal in relation
to the serious offence or prescribed offence
concerned, whichever is the later; or
(b) if the conviction is quashed.
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This provision provides a safeguard to allow the offender to
be heard by the court.

Once the court has made an order, the court must give
the reasons for the order as well as informing the serious
offender or the serious offender’s support person or lawyer
that reasonably necessary and proportionate force may
be used to carry out the procedure (subsection (1)). For
example, the taking of a hair sample may involve the use
of force but only force that is necessary to undertake the
procedure. The use of force is covered in section 3.48.
Support person is defined in section 3.47.
The court may also give directions as to where, when and
how the forensic procedure is to be carried out (subsection
(2)).
The provision provides that analysis cannot be undertaken
on any identifying particulars if the serious offence or
prescribed offence relevant to the serious offender is still
subject to appeal. Analysis also cannot be undertaken if
the serious offender’s conviction is quashed. However, an
exception is made if the sample is likely to deteriorate in
quality if analysis is delayed.
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Division 4: Forensic procedures on certain other persons
Volunteer
3.33 Forensic procedure may be carried out with
informed consent of volunteer
(1) A person is not authorised to carry out a forensic
procedure under this section on a volunteer if the
volunteer is a suspect.
(2) A person is authorised to carry out a forensic
procedure on a volunteer:
(a) if the volunteer is not a child or person with
impaired mental capacity – with the informed
consent of the volunteer; or
(b) if the volunteer is a child or person with impaired
mental capacity – with the informed consent of the
parent or guardian of the volunteer.
(3) The police officer must allow the volunteer, or parent
or guardian of the volunteer, to consult a lawyer of his
or her choice in private before the volunteer, or parent
or guardian of the volunteer, decides whether or not to
consent to the forensic procedure.
(4) A person must, as soon as practicable, carry out a
forensic procedure on a volunteer after informed
consent has been given by the volunteer or a parent or
guardian of the volunteer.
(5) A police officer must not use the identifying particulars
taken from a person for a purpose other than that
stated to the volunteer, or parent or guardian of the
volunteer, at the time of seeking consent.
(6) If a volunteer, or parent or guardian of the volunteer,
consents to a forensic procedure being carried out on
a volunteer and identifying particulars are taken from
the volunteer, the volunteer, or parent or guardian of
the volunteer, is taken to consent to the retention of the
identifying particulars and identifying information.

This provision provides for undertaking forensic
procedures on volunteers. This may be necessary for a
range of reasons, including to eliminate someone from a
crime scene who is not a suspect or to collect evidence
from a victim.
If the volunteer is a child or a person with impaired
mental capacity, the informed consent of the parent or
guardian of the volunteer must be sought (subsection (2)).
As with suspects and serious offenders, the volunteer or
parent or guardian of the volunteer must give informed
consent. This means the volunteer understands the
forensic procedure that is being requested and the reason
for the forensic procedure. The matters that must be
covered in order to constitute informed consent are set
out in section 3.35
The volunteer is provided the right to discuss the
request with a lawyer so they can understand any legal
consequences that may arise from giving the consent.
Police are only authorised to use a volunteer’s identifying
particulars for the purpose for which the volunteer
consented to the particulars being used (subsection (5)).
Consent for the procedure is also taken to include consent
to the retention of the identifying particulars or identifying
information (subsection (6)) and the volunteer can set the
period for retention (subsection (7)). This is in contrast to
the retention of particulars and information from other
categories of people where the retention period is set in
legislation or extended by a court (see Division 6).
Any forensic procedure carried out on a volunteer must
be carried out in accordance with Division 5 which relates
to the general rules for carrying out forensic procedures
(subsection (8)).

(7) The police officer and the volunteer, or parent or
guardian of the volunteer, may set the period for which
the identifying particulars or identifying information
may be retained by the police officer.
(8) A forensic procedure carried out under this section
must be carried out in accordance with Division 5.
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3.34 Informed consent of volunteer
(1) A volunteer (other than a child or person with impaired
mental capacity) gives informed consent to a forensic
procedure if the volunteer consents after a police officer:

Commentary
The purpose of this provision is to set out the criteria that
must be followed for a police officer to seek the consent
from a volunteer. The police officer must request the
consent and inform the volunteer or parent or guardian of
certain information.

(a) requests the volunteer to consent to the forensic
procedure; and
(b) informs the volunteer about the forensic procedure
in accordance with section 3.35.
(2) A parent or guardian of a volunteer who is a child or
person with impaired mental capacity gives informed
consent if the parent or guardian consents after a
police officer:
(a) requests the parent or guardian to consent to
the forensic procedure being carried out on the
volunteer; and
(b) informs the parent or guardian about the forensic
procedure in accordance with section 3.36.

3.35 Matters that volunteer must be informed of
before giving consent
(1) Subject to subsection (2), a police officer who requests
a volunteer to consent to a forensic procedure must
inform the volunteer, at the time of the request, of the
following matters:
(a) that a record will be made of the giving of
information under this section, and the giving
of consent (if any) by the volunteer, and that the
volunteer has a right to a copy of that record; and
(b) that the volunteer is under no obligation to consent
to undergoing the forensic procedure; and
(c) the purpose for which the identifying particulars
are required; and
(d) if the police officer wants the forensic procedure
carried out in relation to an offence, the offence; and
(e) the way in which the identifying particulars will be
taken; and
(f) that the identifying particulars taken may produce
evidence that could be used in court; and
(g) if relevant, that any forensic procedure will be
carried out by a medical professional or an
appropriately qualified person; and
(h) that the volunteer may consult a lawyer of his
or her choice before deciding whether or not to
consent to the forensic procedure; and
(i) that if the volunteer consents to the forensic
procedure:
(i)
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the consent is also consent to the retention
of identifying particulars taken and identifying
information; and

This model provision lists the information that the police
officer must give the volunteer in order for the consent to
be informed consent.
The police officer is required to give this information to
the volunteer in the company of an independent person
(subsection (2)). This person can give independent
verification of the volunteer’s consent if required.
This provision does not apply to informed consent from
parents or guardians.
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(ii) the police officer and the volunteer may set a
period for which the particulars or information
may be retained, but it must then be destroyed
unless a court orders retention under section
3.58; and
(j) if the volunteer is being asked to undergo a
forensic procedure because of a request by a
foreign law enforcement agency, the following:
(i)

the name of the foreign law enforcement
agency that has made the request; and

(ii) that forensic evidence resulting from the
forensic procedure will be provided to the
foreign law enforcement agency; and
(iii) that the forensic evidence may be used in
proceedings in the foreign country; and
(iv) that the retention of the forensic evidence will be
governed by the laws of the foreign country; and
(v) that the retention of the forensic evidence will be
subject to undertakings given by the foreign law
enforcement agency; and
(vi) the content of those undertakings;
(k) that the volunteer may at any time withdraw consent
to undergoing the forensic procedure or to retention
of the identifying particulars taken or of information
obtained from the analysis of the material.
(2) The duty by a police officer to inform a volunteer in
subsection (1) must be exercised in the presence of
an independent person who is not a police officer,
unless the volunteer requests that the independent
person not be present.
3.36 Matters that parent or guardian must be informed
of before giving consent
(1) Subject to subsection (2), a police officer who requests
a parent or guardian of a volunteer to consent to a
forensic procedure must inform the parent or guardian,
at the time of the request, of the following matters:
(a) that a record will be made of the giving of
information under this section, and the giving of
consent (if any) by the parent or guardian, and that
the parent or guardian has a right to a copy of that
record; and

This provision lists the information that the police officer
must give the parent or guardian of a volunteer in order for
the consent to be informed consent.
The police officer is required to give this information to
the parent or guardian in the company of an independent
person (subsection (2)). This person can give independent
verification of the volunteer’s consent if required.
This provision does not apply to informed consent from
volunteers who are not children or persons with impaired
mental capacity.

(b) that the parent or guardian is under no obligation
to consent to the volunteer undergoing the forensic
procedure; and
(c) the purpose for which the identifying particulars
are required; and
(d) if the police officer wants the forensic procedure
carried out in relation to an offence, the offence; and
(e) the way in which the identifying particulars will be
taken; and
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(f) that the identifying particulars taken may produce
evidence that could be used in court; and
(g) if relevant, that any forensic procedure will be
carried out by a medical professional or an
appropriately qualified person; and
(h) that the parent or guardian may consult a lawyer of
his or her choice before deciding whether or not to
consent to the forensic procedure; and
(i) that if the parent or guardian consents to the
forensic procedure:
(i)

the consent is also consent to the retention
of identifying particulars taken and identifying
information; and

(ii) the police officer and the parent or guardian
may set a period for which the particulars or
information may be retained, but it must then
be destroyed unless a court orders retention
under section 3.58; and
(j) if the volunteer is being asked to undergo a forensic
procedure because of a request by a foreign law
enforcement agency, the following:
(i)

the name of the foreign law enforcement
agency that has made the request;

(ii) that forensic evidence resulting from the
forensic procedure will be provided to the
foreign law enforcement agency;
(iii) that the forensic evidence may be used in
proceedings in the foreign country;
(iv) that the retention of the forensic evidence will
be governed by the laws of the foreign country;
(v) that the retention of the forensic evidence will
be subject to undertakings given by the foreign
law enforcement agency;
(vi) the content of those undertakings; and
(k) that the parent or guardian may at any time
withdraw consent to undergoing the forensic
procedure or to retention of the identifying
particulars taken or of information obtained from
the analysis of the material.
(2) The duty by a police officer to inform a parent or
guardian in subsection (1) must be exercised in the
presence of an independent person who is not a police
officer, unless the parent or guardian requests that an
independent person not be present.
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3.37 Record of consent
(1) The police officer must, if practicable, ensure that the
following are recorded by audiotape, videotape or other
electronic means:
(a) the giving of the information in subsection 3.35(1)
or subsection 3.36(1) (whichever applies); and

Commentary
The police officer is required to record the giving of the
information and the giving of consent and provide a copy
of the record to the volunteer or the volunteer’s parent or
guardian (subsections (1) and (2)). The preferred way to
record this is by audio or video tape. However, a written
record will suffice if such means are not available.

(b) the volunteer’s responses (if any) or the parent or
guardian’s responses (if any); and
(c) if the volunteer or parent or guardian of the
volunteer makes a request mentioned in subsection
3.35(2) or subsection 3.36(2) (whichever applies).
(2) If it is not practicable to make an electronic recording
in accordance with subsection (1), the police officer
must ensure that a written record is made and signed
by the volunteer, or the parent or guardian of the
volunteer, that provides the following:
(a) the giving of the information in subsection 3.35(1)
or subsection 3.36(1) (whichever applies); and
(b) the volunteer’s responses (if any) or the parent or
guardian’s responses (if any); and
(c) if the volunteer or parent of guardian of the
volunteer makes a request mentioned in subsection
3.35(2) or subsection 3.36(2) (whichever applies).
(3) A copy of the electronic recording in subsection (1)
or the written record in subsection (2) must be
made available to the volunteer or parent or guardian
of the volunteer.

3.38 Withdrawal of consent
(1) A volunteer, or parent or guardian of the volunteer,
who consents under section 3.34 may expressly or
implicitly withdraw their consent before or during the
forensic procedure.
(2) If a volunteer, or parent or guardian of the volunteer,
expressly withdraws consent to the taking of identifying
particulars, or if the withdrawal of such consent can
reasonably be inferred from the person’s conduct before
or during the forensic procedure, from the time of the
withdrawal, consent is taken to have been refused.
(3) If, after the carrying out of a forensic procedure on a
volunteer, the volunteer, or parent or guardian of the
volunteer, expressly withdraws consent to retention of
the identifying particulars or identifying information,
the particulars or information must be destroyed as
soon as practicable after the consent is withdrawn.
(4) Identifying particulars or identifying information are
not required to be destroyed under subsection (3) if an
application for retention has been made under section
3.58 and the application has not been finally decided or
a court has ordered retention.

This provision provides that a volunteer or parent or
guardian may withdraw consent before or during the
forensic procedure (subsection (1)). The volunteer, parent
or guardian may withdraw consent by expressly stating
that they withdraw their consent or it may be inferred by
their actions, such as resisting the procedure from being
undertaken (subsection (2)).
Unlike consent from suspects or serious offenders,
volunteers and parents or guardians can withdraw
their consent after the procedure has been completed
(subsection (3)). If this occurs, the police officer must
destroy the particulars and information as soon as
practicable. However, a police officer can apply to a
court for retention of the particulars and information in
certain circumstances (see section 3.58). Therefore, if
an application of this type is yet to be heard by the court,
the particulars and information are not required to be
destroyed under subsection (3). Destruction will depend on
the outcome of the application.
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Court order
3.39 Forensic procedure may be carried out on a child or
person with impaired mental capacity by order of court
(1) A police officer may apply to a court for an order to
carry out a forensic procedure to which this Part applies
on a child or person with impaired mental capacity.
(2) Subject to section 3.41, a court may order a forensic
procedure be carried out on a child or person with
impaired mental capacity.

The purpose of this provision is to give courts powers
to compel children and persons with impaired mental
capacity to provide identifying particulars in prescribed
circumstances.
Any forensic procedure carried out on a child or person
with impaired mental capacity by order of a court must
be carried out in accordance with Division 5 which relates
to the general rules for carrying out forensic procedures
(subsection (5)).

(3) A court may not order the carrying out of a forensic
procedure on a child or person with impaired mental
capacity under this section if the procedure has been
requested by a foreign law enforcement agency.
(4) A person is authorised to carry out a forensic
procedure on a child or person with impaired mental
capacity if a court makes an order in relation to a
child or person with impaired mental capacity under
subsection (2).
(5) A forensic procedure carried out under this section
must be carried out in accordance with Division 5.
3.40 Form of application

This provision prescribes application requirements.

An application for an order under subsection 3.39(1) must:
(a) be made in writing; and
(b) be supported by sworn evidence addressing the
matters in subsection 3.41(2); and
(c) state the type of forensic procedure sought to be
carried out.
3.41 Circumstances in which court may order
forensic procedure on a child or person with impaired
mental capacity
(1) The court may make an order under subsection
3.39(2) if satisfied that the carrying out of the forensic
procedure is justified in all the circumstances and one
of the following applies:
(a) the consent of the parent or guardian of the child
or person with impaired mental capacity to the
carrying out of the forensic procedure cannot
reasonably be obtained; or
(b) the parent or guardian of the child or person with
impaired mental capacity refuses to consent to
the carrying out of the forensic procedure and
the court is satisfied that there are reasonable
grounds to believe:
(i) that the parent or guardian is a suspect; and
(ii) that the forensic procedure is likely to produce
evidence tending to confirm or disprove that the
parent or guardian committed an offence; or

78

This provision sets out when a court may order a forensic
procedure. This may include when it is not possible to get
the consent of the parent or guardian but also when the
parent or guardian is a suspect and may be withholding
consent in order to prevent the evidence from being
collected (paragraph (1)(b)).
A court order is also required when a foreign country
requests the procedure through mutual assistance
processes (paragraph (1)(d)).
The best interests of the child or person with impaired
mental capacity requires the court to systematically
consider how the child or person’s rights and interests
are or will be affected directly or indirectly by the court’s
decisions and actions. This includes taking active
measures to protect their rights and promote their
survival, growth and wellbeing as well as measures to
support and assist parents and others who have day-to-day
responsibility for ensuring recognition of their rights.
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(c) the parent or guardian of the child or person
with impaired mental capacity consented to
the carrying out of the forensic procedure, but
subsequently withdraws that consent; or
(d) if the forensic procedure has been requested by a
foreign country, the applicant has complied with
the [Mutual Assistance Act].
(2) Prior to making an order under subsection 3.39(2), a
court must consider the following:
(a) if the forensic procedure is being carried out for
the purposes of the investigation of a particular
offence – the seriousness of the circumstances
surrounding the commission of the offence; and
(b) the best interests of the child or person with
impaired mental capacity; and
(c) so far as they can be ascertained, any wishes of the
child or person with impaired mental capacity with
respect to whether the forensic procedure should
be carried out; and
(d) except in the circumstances referred to in
paragraph (1)(b), any wishes expressed by the
parent or guardian of the child or person with
impaired mental capacity with respect to whether
the forensic procedure should be carried out.
3.42 Action to be taken on making of court order
(1) The court may give directions about the date, time,
place where or how a forensic procedure is to be
carried out.

The court may give directions as to when, where and how
the forensic procedure is to be carried out as well as the
period for which the material may be retained.

(2) The court may specify the period for which forensic
material obtained from carrying out the procedure may
be retained.
Deceased person
3.43 Forensic procedure may be carried out on
deceased person
(1) Subject to subsection (2), a person is authorised to
carry out a forensic procedure on a deceased person
by order of a police officer.
(2) A police officer may order the carrying out of a forensic
procedure on a deceased person if satisfied that the
forensic procedure is reasonably necessary for the
purpose of identifying the person or for the purpose of
a criminal investigation.

This provision provides a clear power for police to collect
identifying particulars from deceased persons where it is
necessary to do so. For example, in some circumstances it
may be necessary to use DNA profiling to identify disaster
victims where other forms of identification are not possible.
It may also be necessary to collect identifying particulars
from a murder victim to determine which prints found at a
crime scene belong to the victim and which do not.
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Division 5: Carrying out forensic procedures
3.44 General rules for carrying out forensic procedures
(1) A forensic procedure:
(a) must be carried out in circumstances providing
reasonable privacy to the person who is the subject
of the procedure; and
(b) must not involve the removal of more clothing than
is necessary for carrying out the procedure; and
(c) must not involve more visual inspection than is
necessary for carrying out the procedure.
(2) An intimate forensic procedure or a non-intimate
forensic procedure that involves touching the person
who is the subject of the procedure, must not:
(a) except if permitted by the person who is the subject
of the procedure, wherever possible, be carried
out in the presence or view of anyone who is of the
opposite sex to the person; and
(b) except if permitted by the person who is the subject
of the procedure, be carried out in the presence or
view of a person whose presence is not necessary
for the forensic procedure or required or permitted
under another provision of this Act.

This provision sets out the safeguards when conducting
forensic procedures in order to protect the privacy and
dignity of the person involved but also to ensure that the
collection of identifying particulars does not amount to
cruel, inhuman or degrading treatment.
The provision also requires the procedure to be carried out
consistent with medical and professional standards and to
be carried out in the least painful way known and available
(subsection (3)). For example, a self-administered buccal
swab is less painful method of obtaining a DNA sample
when compared to taking a hair or blood sample.
Finally, the forensic procedure must not be carried out
in a cruel, inhuman or degrading way (subsection (4)).
For example, when taking a DNA sample from a suspect
who is resisting the procedure, police should take a hair
sample rather than a buccal swab as taking a buccal swab
from a person who is refusing to open their mouth could
be classed as cruel, inhuman or degrading treatment.
However, a procedure undertaken in accordance with
the provisions is not classed as being cruel, inhuman or
degrading (subsection (5)).

(3) A forensic procedure must be carried out:
(a) in a way consistent with appropriate medical or
other relevant professional standards; and
(b) must be carried out by the least painful technique
known and available to the person.
(4) A forensic procedure must not be carried out in a cruel,
inhuman or degrading way.
(5) The carrying out of a forensic procedure on a person
in accordance with this Act is not of itself taken to be
cruel, inhuman or degrading to the person who is the
subject of the procedure.
3.45 Person who may carry out forensic procedures
(1) A person is authorised to carry out non-intimate
forensic procedures where authorised under this Part
if they are a police officer.
(2) A police officer is not authorised to carry out an
intimate forensic procedures other than:
(a) an external examination of the genital or anal area,
the buttocks, or, for a female the breasts; or
(b) the taking of a photograph or video recording or, or
an impression or cast of a wound from, the genital
or anal area, the buttocks, or, for a female the breasts
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Throughout this Part, the provisions authorise a person
to conduct a forensic procedure. This provision defines
who is a person for the purposes of those provisions. A
police officer is authorised to carry out certain forensic
procedures (subsection (1)). These procedures can be
safely performed by a police officer with relatively minimal
training. Police officers are authorised to undertake
limited intimate forensic procedures which do not require
specialised training.
A medical professional or appropriately qualified person
(eg specially trained forensic police officers) can carry
out all forensic procedures given their qualifications and
experience (subsection (3)).

Model Provisions
(3) A person is authorised to carry out a forensic procedure
where authorised under this Part if they are a medical
professional or an appropriately qualified person.
(4) A ‘medical professional’ includes a doctor, a nurse
and a dentist.

Commentary
‘Medical professionals’ include doctors, nurses and
dentists (subsection (4)) and an ‘appropriately qualified
person’ can be prescribed in subordinate legislation or
ministerial determination in order to provide flexibility for
countries (subsection (5)).

(5) An ‘appropriately qualified person’ under subsection
(2) may be designated in subordinate legislation or
ministerial determination.
3.46 No questioning during forensic procedure
(1) A forensic procedure must not be carried out on a
person while that person is being questioned.

This provision prohibits questioning during a forensic
procedure. Forensic procedures can be quite intrusive
and intimate, therefore questioning is prohibited while the
person is in a vulnerable state.

(2) If questioning has not been completed before the
forensic procedure is to be carried out, the questioning
must be suspended while the forensic procedure is
carried out.
(3) In this section, a reference to questioning of a person is
a reference to questioning the person, or carrying out
an investigation (in which the person participates), to
investigate the involvement (if any) of the person in any
offence (including an offence for which the person is
not under arrest).

3.47 Support person of a child or person with impaired
mental capacity
(1) Where a forensic procedure is to be carried out on a
child or a person with impaired mental capacity:
(a) a support person; or
(b) a legal representative (if he or she is not the
support person); or
(c) both (a) and (b) must be present while the
identifying particulars are taken.
(2) A support person (other than a legal representative)
in subsection (1)(a) may be excluded from the place
where the identifying particulars are being taken if
the support person unreasonably interferes with or
obstructs the taking of the identifying particulars.

The purpose of this provision is to allow a support person
to be present during a forensic procedure on a child or
person with impaired mental capacity. Having a support
person present can reduce the stress on either the child or
the person with impaired mental capacity and ensures that
their rights can be more effectively represented if the need
arises during the procedure.
A support person can be a parent, guardian, legal
representative or another person of their choosing.
However, it cannot be another police officer. If the listed
people are not available, police can contact an independent
person in the community who can provide support such as
a priest or social worker (subsection (3)).

(3) The following may be a support person for the
purpose of this section, paragraph 3.20(1)(c) or
paragraph 3.32(1)(c):
(a) a parent, guardian or other person chosen by,
or acceptable to, the child or the person with
impaired mental capacity;
(b) a legal practitioner acting for the child or the
person with impaired mental capacity;
(c) if there is no person in paragraph (a) or (b) an
independent person who is not a police officer for
example a priest or social worker.
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3.48 Use of force in carrying out forensic procedures
(1) A person authorised to carry out a forensic procedure
on a person may use reasonably necessary and
proportionate force:
(a) to enable a forensic procedure to be carried out; or
(b) to prevent loss, destruction or contamination of
any sample.
(2) The force that may be used under this section shall not
include force that is likely to cause death or serious
harm to a person unless it is necessary to prevent
death or serious injury to the police officer or another
person.
(3) This section does not apply to a forensic procedure
authorised under section 3.33.

3.49 Recording the procedure
The police officer, medical professional or appropriately
qualified person must make a record of a forensic
procedure conducted under this Part.
3.50 Photographs or video recording made available
(1) This section applies if a forensic procedure involves the
taking of a photograph or video recording of a part of a
person who is the subject of the procedure.

Commentary
International law recognises that there are circumstances
where it is appropriate for law enforcement officials to
use force to the extent that it is reasonably necessary.
This provision provides when reasonably necessary and
proportionate force can be used when carrying out forensic
procedures. For example, when collecting fingerprints from
a suspect who is unlawfully resisting the procedure.
The force police officers use should be the minimum
necessary to ensure the lawful objective is met and their
own safety is secure (subsection (2)).
Force cannot be used against volunteers who have
consented to a forensic procedure (subsection (3)). Any
resisting of a procedure by a volunteer should be taken to
be the volunteer implicitly withdrawing consent.
PICs will need to consider how this provision relates to
other use of force provisions in their policing legislation.
This provision requires a person carrying out a forensic
procedure to make a record of that procedure.

This provision requires a copy of a photograph or video
recording made by police as part of a forensic procedure to
be made available to a person.

(2) The person who is the subject of the procedure may
request a copy of the photograph or video recording.
(3) If the person who is the subject of the procedure
makes a request under subsection (2), a police officer
must ensure that a copy of the photograph or video
recording is made available.
3.51 Biological material made available
If at the time of taking biological material from a person
there is sufficient material available to be analysed both in
the investigation of the offence and on behalf of the person,
the police officer must:
(a) ensure a part of the material sufficient for
analysis is made available to the person as
soon as possible after the forensic procedure has
been carried out; and
(b) take reasonable care to ensure that the person’s
part of the material is protected and preserved
until the person receives it; and
(c) give reasonable assistance to the person to
ensure that the material is protected and
preserved until it can be analysed.
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If biological material is collected from a person, the
police officer must ensure that a large enough sample is
taken, stored and protected in case the defence wishes
to engage their own forensic expert to conduct an
independent analysis.
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3.52 Results of analysis made available
(1) This section applies if biological material taken from
a person (who is the subject of a forensic procedure)
is analysed in the investigation of a matter by a police
officer.

Commentary
Similar to section 3.51, police must also make copies of any
results from analysing the biological material available to
the person the subject of the procedure.

(2) The person who is the subject of the procedure may
request a copy of the results of the analysis.
(3) If the person who is the subject of the procedure
makes a request under subsection (2), a police officer
must ensure that a copy of the results of the analysis is
made available to meet the request.
3.53 Preventing the carrying out of forensic procedure
A person who obstructs, hinders or resists a person
carrying out a forensic procedure in accordance with
this Act commits an offence and is liable on conviction
to a maximum penalty of [insert] or imprisonment for a
maximum period of [insert timeframe], or both.

The purpose of this provision is to create an offence for any
person who obstructs, hinders or resists a person carrying
out a procedure.

Division 6: Storage, use, destruction and admissibility
Storage and use
3.54 Storage and use of identifying particulars and
identifying information
(1) Any identifying particulars and identifying information
must be stored in a secure and safe place that is
approved by the Police Commissioner.
(2) The identifying particulars and identifying information
may only be accessed by persons who are authorised
in writing by the Police Commissioner to have access.
(3) A person who is authorised to access identifying
particulars and identifying information may do so only
for the following purposes:
(a) to administer the storage system; or
(b) to assist in the investigation of an offence; or

In order to protect a person’s privacy, this provision
provides safeguards to ensure a person’s identifying
particulars and information are stored securely and only
accessed by people who are authorised to have access.
This will prevent information from being shared with
any person who does not have a legitimate reason for
accessing that information. For example, some forms
of identifying particulars, such as the DNA profile of an
individual, are rich sources of data about an individual’s
genetic make-up and can be used for a number of
purposes such as to determine paternity or susceptibility to
health conditions. It is therefore imperative that identifying
particulars are securely stored with restricted access, to
prevent them from being accessed and used for purposes
that would inappropriately infringe privacy rights.

(c) any purpose that is permitted under any other Act
or law; or
(d) to assist in matching the identifying particulars or
the identifying information with information
or samples:
(i)

of missing persons or deceased persons; or

(ii) of persons suspected of having committed an
offence;
(iii) of persons convicted of an offence; or
(iv) obtained at a crime scene or taken from a
victim or witness to a crime.
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Improper use
3.55 Improper use of identifying information and
forensic samples
A person who, without authorisation under this Act or
any other law, uses or accesses identifying particulars or
identifying information obtained by a police officer in the
course of police duties, commits an offence and is liable on
conviction to a penalty not exceeding [insert] or imprisonment
for a maximum period of [insert timeframe], or both.

This provision creates a criminal offence in order to
compel compliance with the legislative restrictions above
regarding access to, and use of, identifying particulars
and identifying information.

Destruction
3.56 Destroying identifying particulars
(1) This section applies where identifying particulars have
been taken from a person other than a volunteer under
section 3.33.
(2) If a period of 12 months has elapsed since the
identifying particulars were taken, and the person:
(a) is found not guilty of an offence; or
(b) is not further proceeded against for the offence
any identifying particulars or identifying
information in relation to them taken under this
Part must be destroyed as soon as practicable.
(3) Subsection (2) does not apply if:
(a) the person has previously been found guilty of
another serious offence, whether before or after
the commencement of this section; or
(b) the identifying particulars and any related
identifying information is required for the
investigation or prosecution of another offence that
the person is suspected, on reasonable grounds, of
having committed; or
(c) the person is not proceeded against for the
original offence because he or she has been found
incapable of standing trial because of impaired
mental capacity; or
(d) a court order is made under subsection (5).
(4) If, because of paragraph (3)(b), a person’s identifying
particulars or any related identifying information are
not destroyed and the person is found not guilty of the
other offence, or the proceedings for the other offence
are discontinued, the identifying particulars and any
identifying information shall be destroyed as soon as
practicable after the later of the following:
(a) the date which is 12 months after the identifying
particulars and any identifying information were
taken; and
(b) the date on which the proceedings for the other
offence are finalised or discontinued.
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The retention of a person’s identifying particulars and
identifying information may infringe their rights if there
is no legitimate reason for this retention. For example,
if charges are dropped against a suspect or no offence is
proved, that person’s particulars should be destroyed to
prevent them from forever being identified as ‘criminal’.
Therefore, this provision provides rules regarding the
destruction of identifying particulars from all categories of
people, except volunteers (see section 3.57).
Subsection (2) provides that the particulars and information
of a person must be destroyed after 12 months have
elapsed if the person is found not guilty of an offence or the
charges or investigation is dropped. A minimum 12 month
timeframe operates as a safeguard by mandating a clear
point in time at which police are required to assess whether
there are grounds for retaining identifying particulars. The
12 month timeframe can also have benefits for police. For
example, fingerprints taken from a suspect for one offence
may provide a match for a different serious offence two
months later.
Subsection (3) provides exceptions to the rule in subsection
(2) in order to balance the right to privacy of the person
concerned with the broader interests of criminal justice
and community safety.
The exception for people who are found incapable of
standing trial ensures that particulars are not destroyed
if further proceedings can be instituted in the future if the
person does become fit to be tried.
Subsection (4) provides that if a person’s particulars and
information are retained while they are investigated for
another offence, the particulars and information must be
destroyed 12 months after the particulars were taken or
the date on which the proceedings for the other offence are
finalised or discontinued, whichever is the latter.
Subsection (5) allows for a police officer to apply to a court
to seek an extension of the retention period for up to 12
months. To do so, the court must be satisfied that there
are special reasons for doing so and the person from whom
the particulars were taken must be notified and given the
opportunity to be heard before the court (subsection (6)).
An extension can be granted on more than one occasion
(subsection (7)).
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(5) A court may, on application by a police officer, extend
for a period not exceeding 12 months the period
for which identifying particulars and any identifying
information derived from them may be retained under
this section, if the court is satisfied there are special
reasons for doing so.
(6) In deciding whether there are special reason under
subsection (5), a court must be satisfied that:
(a) the person from whom the identifying particulars
or identifying information were taken has been
notified by the applicant for the extension that the
application has been made; and
(b) the person or his or her legal representative has
been given the opportunity to speak to or make a
submission to the court concerning the extension.
(7) An extension in relation to particular identifying
particulars or identifying information may be given on
more than one occasion.
3.57 Destroying identifying particulars taken from
volunteers

Different safeguards apply to destroying identifying
particulars taken from volunteers.

Where identifying particulars have been taken from a
volunteer under section 3.33, and:
(a) consent has been withdrawn; or
(b) the identifying particulars are no longer needed for
the purposes for which they were taken; or
(c) the period agreed upon by a police officer and
volunteer, or parent or guardian of a volunteer has
expired the identifying particulars and any related
identifying information must be destroyed as soon
as is reasonably practicable.

3.58 Retention of identifying particulars from volunteers
by order of court
(1) This section applies if:
(a) a volunteer, or parent or guardian of a volunteer,
consented to a forensic procedure under section
3.30; and

Identifying particulars from volunteers can be retained
beyond the limits prescribed in section 3.57 on the order
of a court. This provision provides that a court can order
that the particulars and information be retained in certain
circumstances, for example, if the volunteer’s particulars
may provide probative evidence in relation to another
serious offence.

(b) identifying particulars were taken from the
volunteer; and
(c) either:
(i)

the volunteer, parent or guardian of the volunteer,
withdraws consent to retention of the identifying
particulars or identifying information; or

(ii) the period agreed upon by a police officer
and volunteer, or parent or guardian of the
volunteer, has expired.
(2) A police officer may apply to a court for an order under
subsection (3).
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(3) A court may order that the identifying particulars or
identifying information be retained if satisfied that:
(a) there are reasonable grounds to believe that
the information obtained from analysis of the
identifying particulars taken from the volunteer
is likely to produce evidence of probative value in
relation to the serious offence; and
(b) the retention of the identifying particulars taken from
the volunteer is justified in all the circumstances.
(4) The order must state the period for which the
identifying particulars or identifying information may
be retained.
Admissibility
3.59 Inadmissibility of evidence from improper forensic
procedures
(1) This section applies if:
(a) a forensic procedure has been carried out on a
person; and
(b) there has been a breach of, or failure to comply
with any provision of this Part in relation to a
forensic procedure carried out on the person.
(2) This section applies to the following evidence:
(a) identifying particulars taken from the person by a
forensic procedure; and
(b) evidence of any results of the analysis of the
forensic material; and
(c) any evidence obtained because of or in connection
with the carrying out of the forensic procedure.
(3) If this section applies, evidence mentioned in
subsection (2) is only admissible in any proceedings
against the person in a court if:
(a) the person does not object to the admission of the
evidence; or
(b) the court is satisfied on the balance of probabilities
that the evidence should be admitted in the
proceeding despite the breach of, or failure to
comply with, the provisions of this Part.
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(4) The matters that the court may take into consideration
in deciding whether evidence should be admitted are
the following:

This provision provides that evidence gathered from
improper procedures is not admissible in court unless the
person concerned does not object or the court is satisfied
that the evidence should be admitted despite the breach.

(a) the probative value of the evidence, including
whether equivalent evidence or evidence of
equivalent probative value could have been
obtained by other means; and

These exclusionary rules of evidence work to deter the
illegal or improper collection of forensic evidence.

(b) the reasons given for the breach of, or failure to
comply with, the provisions of this Part; and

The court must consider a range of matters when
considering whether the evidence should be admitted
including:

(c) the gravity of the breach of, or failure to comply
with, the provisions of this Part; and

•

the probative value of the forensic evidence

•

the reasons for the breach

•

the gravity of the breach, and

(e) the nature of the provision of this Part that was
breached or not complied with; and

•

whether the breach was intentional or due to
recklessness.

(f) the nature of the offence concerned and the
subject matter of the proceeding; and

However, the probative value of the evidence on its own
cannot justify admitting the evidence (subsection (5)).

(d) whether the breach or failure to comply was
intentional or reckless; and

(g) any other matters the court considers relevant.
(5) The probative value of the evidence does not by itself
justify the admission of the evidence.
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Laws about the ways in
which forensic experts
may give evidence
Adducing evidence in court from forensic
experts can be resource-intensive, due to the
monetary cost and time for those involved. Local
experts may be located in a different province,
remote location or be out of the country at the
time when they are required to give evidence in
court. This issue is particularly pertinent in PICs
constituted of numerous islands.
There is also a growing trend in the Pacific
region to enlist assistance from foreign forensic
experts where there is no local capacity to
conduct the type of forensic analysis required,
and where that type of forensic analysis is likely
to be necessary to successfully prosecute a
high-profile case or to recover proceeds of a
high-value crime. DNA analysis, drug analysis
and forensic accountancy are some areas
where PICs have sought, and will continue to
seek, foreign assistance.

88

The model provisions in Part 4 enable the
evidence of forensic experts to be adduced
in court in a cost-effective manner,
without infringing the right of the accused to
a fair trial.
Division 1 (Expert certificates) allows the
evidence of a forensic expert to be given by
written statement (expert certificate) where
the forensic expert is located overseas, or
there are other circumstances that would
make it expensive, impracticable or time
consuming for the expert to travel to the
place where the case is being heard to give
oral testimony in person. Safeguards that
allow the giving of evidence in this way to
be challenged, are included in the model
provisions to ensure the right to a fair trial.
Division 2 (Evidence by audio visual link)
allows forensic experts to give evidence by
video or audio link. This method still allows a
forensic expert witness to be cross-examined,
while significantly reducing the financial
burden of requiring the expert to appear in
court if they are located overseas or if there
are other circumstances that would make it
expensive, impracticable or time-consuming
for the expert to travel to the place where the
case is being heard.
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Division 1: Expert certificates

4.1 Definition
In this Part:
‘forensic expert’ means a person with specialised
knowledge of forensics based on his or her training,
study or experience.
4.2 Expert certificate
(1) This section applies where it would be unreasonable or
impracticable for a forensic expert to give oral evidence
in person in a proceeding.
(2) Evidence to be given by a forensic expert in a
proceeding may be adduced by tendering a certificate
(expert certificate) signed by the forensic expert that:
(a) states the forensic expert’s name and address; and
(b) states that the forensic expert has specialised
knowledge based on his or her training, study or
experience, as specified in the expert certificate; and
(c) states an opinion that the forensic expert holds,
expressed to be wholly or substantially based on
the specialised knowledge stated in paragraph (b).
(3) Where the evidence to be given by a forensic expert
relates to the receipt, storage or testing of a thing, the
expert certificate must set out:
(a) any procedures followed, equipment used or results
obtained by the forensic expert or any person involved
in the receipt, storage or testing of the thing; and
(b) the extent to which any procedures followed or
equipment used by the forensic expert or any
person involved in the receipt, storage or testing of
the thing, accord with nationally or internationally
recognised professional standards; and
(c) any nationally or internationally recognised
professional accreditation or other certification
obtained by any laboratory or facility in which the
thing was tested or handled.
(4) If a party intends to rely on an expert certificate under
this section, that party must serve on each other party:
(a) a copy of the expert certificate; and
(b) a written notice stating that the party proposes to
tender the expert certificate as evidence.
(5) Service must be effected not later than:
(a) 28 days before the hearing; or
(b) if, on application by the party before or after
service, the court substitutes a different period, the
beginning of that period.
(6) Service for the purposes of subsection (5) may be
proved by affidavit.
1

Macquarie Dictionary definition.

2

R (Cth) v Milne (No 1) [2010] NSWSC 932 at 215.

This definition provides guidance on who is classified as a
‘forensic expert’. Forensics retains its ordinary meaning
which includes ‘investigative and analytical techniques
used in scientific and technological disciplines to the
collection of evidence’.1

Where a forensic expert is located overseas or there
are other circumstances that would make it expensive,
impracticable or time-consuming for the expert to travel
to the place where the case is being heard to give oral
testimony in person, this model provisions allows the
evidence of the forensic expert to be given by expert
certificate. An expert certificate is intended to prevent the
unnecessary and potentially expensive task of proving
routine matters in court proceedings.2 As such, it does not
include detailed expert reports.
This provision requires the expert certificate to contain
the expert’s name, the specialised knowledge he or she
has based on training, study or experience and state
the opinion(s) that the expert holds based on his or her
specialised knowledge. The requirement to outline the
training, study or experience of the person is necessary
to establish that the evidence is properly characterised as
expert opinion evidence, and not the opinion of a nonexpert,
which is generally inadmissible.
In the interests of justice, a party intending to rely on the
certificate must provide advance notice to the other party
(subsections (4) and (5)).
The model provision is limited to evidence of forensic experts
but may be broadened to include other experts if necessary.
Receipt, storage and testing
Subsection (3), relating to receipt, storage or testing of a
thing, has been included to assist the court in evaluating
whether the procedures and equipment used accord with
recognised professional standards.
Given multiple people can be involved with the sample in the
laboratory or facility, the certificate can cover the actions of
any other person, other than the forensic expert signing the
certificate. Before signing such a certificate, the forensic
expert would be expected to examine the laboratory or
facility’s records relating to the receipt, storage or testing of
the sample to confirm any actions done by someone other
than themselves followed the required quality assurance
procedures in place in the laboratory or facility. This provision
is important where multiple forensic experts have been
involved with the sample in the laboratory or facility, as it
prevents the defence requiring all of those forensic experts to
give oral testimony without reasonable cause. Transport has
not been included as not every forensic expert will be involved
in transporting the sample or thing from the crime scene
to the laboratory or facility and, therefore, would not be in a
position to give evidence on the procedures followed.
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Subsection (5) recommends that the timeframe for service be
28 days before the hearing. While each PIC may amend this
to suit their circumstances, it should not be unduly shortened.
This time period provides the other party with sufficient time
to consider if the certificate should be challenged. A shorter
period may infringe upon the right to a fair trial.
The requirement for an affidavit of service in subsection (6)
should be customised by each PIC to refer to the relevant
evidentiary standard.
Admissibility
This provision would be used to adduce expert evidence to
the court and is separate from provisions relating to the
admissibility of evidence in court. PICs may need to review
their evidence legislation to ensure it covers issues relating
to admissibility of expert opinion. Expert opinion evidence
may not be admissible unless there is a general exception
to opinion evidence accompanied by certain rules such as
relevance and demonstrated specialised knowledge.

4.3 Challenging an expert certificate – opinion
(1) If a party intends to challenge a matter stated in
subsection 4.2(2) that party may, by written notice
served on the party proposing to tender the expert
certificate, require that party to call the forensic expert
who signed the expert certificate to give evidence.
(2) The expert certificate is not admissible as evidence if a
requirement in subsection (1) is made.
(3) The court may make such order with respect to costs
as it considers just against a party who has, without
reasonable cause, required a party to call a forensic
expert to give evidence under this section.
4.4 Challenging an expert certificate – receipt,
storage and testing
(1) If a party intends to challenge a matter stated in
subsection 4.2(3), that party must serve on the party
proposing to tender the expert certificate written notice
of the matter to be challenged.
(2) A party challenging a matter stated in subsection 4.
2(3) may, with the leave of the court, require the party
relying on the expert certificate to call the forensic
expert or any person involved in the receipt, storage or
testing of the thing to give evidence at the hearing.
(3) The court may grant leave sought in subsection (2)
only if satisfied that:
(a) an irregularity may exist in relation to the receipt,
storage or testing of the thing about which the
person to be called is able to give evidence; and
(b) it is in the interests of justice that the forensic
expert or any person involved in the receipt, storage
or testing of the thing be called to give evidence.
(4) The expert certificate is not admissible as evidence if
the court grants leave and a requirement is made in
subsection (2).
90

If legislation allows expert witnesses to give evidence
whilst not being physically present in court, it is important
that there are safeguards to allow a defendant to
challenge expert evidence when appropriate.
This model provision allows a party to challenge a matter
stated in an expert certificate relating to an expert’s
opinion and require the expert to give oral testimony in
court. If such a challenge is made, the expert certificate is
no longer admissible as evidence. However, a court may
make an order as to costs if the party has required a party
to call a forensic expert to give oral testimony without
reasonable cause.

This provision allows a party to challenge a matter stated
in an expert certificate relating to the receipt, storage or
testing of a thing. As with expert certificates relating to
opinion, the expert certificate is no longer admissible as
evidence if such a challenge is made.
Leave of the court is required before the party relying on the
certificate is required to call the expert or any other person
involved in the receipt, storage or testing of the thing. This is
to prevent any abuse of process. The court may grant leave
if it is satisfied that an irregularity may exist and it is in the
interests of justice that the expert or any other person is
called to give evidence.
The process for challenging a matter relating to the receipt,
storage or testing of a thing is different to the process for
challenging a matter relating to the opinion of an expert
because of the nature of matters in question. Receipt,
testing or storage are procedural matters with multiple
people involved, therefore, the threshold for challenging is
higher as the expense and time involved can be significantly
greater. However, given the highly persuasive nature of
forensic evidence on judges and juries, the threshold to
challenge a forensic expert opinion is lower in order to
maintain the right to a fair trial.

Model Provisions
4.5 Form of expert certificate
(1) The [insert relevant authority] may develop a form of
expert certificate setting out the information required to
be adduced under subsections 4.2(2) and 4.2(3).
(2) Any amendment to the form in subsection (1) may be
made by the [insert relevant authority] where the [insert
relevant authority] deems appropriate.

Commentary
This model provision allows for a country to prepare
a standard form of expert certificate by the relevant
authority and for that authority to make any future
amendments when required. The relevant authority
may include a court or a minister such as the
Attorney-General or the Minister for Justice.

Division 2: Evidence by audio visual link
4.6	Evidence by audio visual link
(1) A court may, on its own initiative or on the application
of a party to the proceeding, direct that a forensic
expert or any person involved in the receipt, storage
or testing of the thing (whether or not a party to the
proceeding) give evidence from a place other than the
courtroom by means of an audio visual link or other
similar facility that enables communication between
that place and the courtroom.
(2) If a forensic expert or any person involved in the
receipt, storage or testing of the thing is permitted to
give evidence by means of an audio visual link or other
similar facility from a location outside a court, that
location is taken to be part of the court in which the
proceedings are being held.
(3) While a forensic expert or any person involved in
the receipt, storage or testing of the thing is giving
evidence by means of an audio visual link or other
similar facility, any person who has an interest in the
proceedings must be able to see on the same, or
another television monitor:

Where evidence of a forensic expert is required to
be given through oral testimony in court, this model
provision provides for the evidence to be given by audio
visual link technology. This will be particularly useful
where the expert is located overseas or when there
are other circumstances that would make it expensive,
impracticable or time-consuming for the expert to travel
to the place where the case is being heard. For example, if
the expert is located on a distant province or island.
This provision allows forensic experts to appear by
audio visual link or other similar facility provided
certain conditions are met in the interests of justice.
The prohibition on courtroom identification evidence
(where a witness or expert identifies the defendant in
the courtroom) is due to the inherent unreliability of
this type of evidence and increased room for error if the
identification does not take place in person.
If the courtroom does not have access to audio visual
links, the provision allows a court to adjourn proceedings
to another place that is equipped with the necessary
technology to allow evidence to be given by audio visual
link (subsection (5)).

(a) the person giving evidence, whether it is the
forensic expert or the person involved in the
receipt, storage or testing of the thing; and
(b) any person present with the person giving
evidence in (a).
(4) A forensic expert or any person involved in the receipt,
storage or testing of the thing, who is permitted to
give evidence by means of an audio visual link or other
similar facility, may not give courtroom identification
evidence by that means.
(5) If the court is not equipped with an audio visual link
or other similar facility, or it otherwise considers
it appropriate to do so, the court may adjourn the
proceedings or any part of the proceedings to a
court or place that is equipped with such facilities
to enable a forensic expert or any person involved
in the receipt, storage or testing of the thing, to give
evidence by such means.
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Chapter 3

Implementing the model provisions
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Introduction
The model provisions provide
a regional resource for
reforming laws regarding the
collection and use of forensic
evidence in the Pacific. They
have been drafted for the
Pacific context and cover
key issues Pacific legislation
should focus on in order to
facilitate appropriate use of
forensic evidence, including
necessary police powers
and relevant safeguards that
should be taken into account
when exercising those powers.
However, they have not been drafted with
any one country in mind and therefore,
will need to be adapted in ways that are
appropriate for, and tailored to, each
PIC. In addition, the model provisions do
not constitute a whole legislative bill and
will need to be incorporated into existing
legislative frameworks, keeping in mind each
individual PIC’s legislative guidelines.
To assist with implementation, this chapter
provides some guidance on principles of
policy development and further information
on two key activities – gap analyses and
stakeholder consultation.
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Guide to policy development
A policy is a decision by government to use
its resources, and take actions, to meet an
objective, and typically to solve a problem.
Policies can be implemented through a
wide variety of different government actions
including changes to laws. One framework
that may be useful to consider when developing
policy is the ‘7 policy steps’:
1) Clarify the problem
2) Identify those with an interest
3) Plan a process
4) Develop options
5) Communicate
6) Implement
7) Evaluate
In order to determine what is appropriate
for each individual PIC in terms of forensics
legislation, the first important step will be to
clarify the problem – one way to do this is by
undertaking a gap analysis. Secondly, it will
be important to identify those with an interest
in order to consult on the nature of
the problem and possible solutions –
stakeholder consultation.

Undertaking a gap analysis
In the course of policy development, assessing
the extent of a problem or issue can be one
of the largest tasks in the process. However,
it is very important to clarify the nature and
aspect of the problem first before making any
decisions about solutions. An assessment of
the problem necessarily involves an assessment
of the existing framework governing the issue.
For forensics legislation, it will be important to
assess the existing laws in place and identify the
gaps before considering the model provisions.

A gap analysis of forensics legislation analyses
the extent to which the laws of a jurisdiction meet
the legal benchmarks for forensic legislation set
out in Chapter 1. This type of analysis examines
the existing legal and policy frameworks and
identifies where the legislation meets the
benchmark, partially meets the benchmark or
does not meet the benchmark. The results of this
analysis can then determine the extent of any
issues with existing forensics legislation. Once
this is done, consideration can then be given to
which model provisions in Chapter 2 could be
adapted and implemented to address the gaps or
to supplement existing provisions.
Laws relating to police powers,
telecommunications and evidence can be
spread across multiple pieces of legislation.
Therefore, it is important to consider all
relevant laws when conducting a gap analysis,
not just those relating to policing.

Stakeholder consultation
Consultation during policy development can
help build understanding of both the problem
and the merits of possible policy solutions.
Therefore, stakeholder consultation will be an
important factor in both the gap analysis and
when considering which model provisions to
adopt and how to adopt them.
It is important to make an early assessment
of those with a potential interest in, or
contribution to make to forensics legislation.
To help in identifying as many interests as
possible, it can useful to undertake a formal
brainstorming process, running through
relevant categories of interest. For example:

•

peak or professional bodies

•

non-government organisations and
community groups, and

•

foreign countries and international bodies.

It is also important to bear in mind those
(inside and outside government) who may
not be affected by a proposal, but who may
have relevant experience or expertise that can
inform the policy development process.
A range of techniques can be used
to engage stakeholders including the
creation of a reference group or steering
committee, consultation at different stages
of the process and offering different forms
of communication, e.g. both written papers
and forums. Comparative tables showing the
differences between existing legislation and
the model provisions can also be a good way to
summarise comparisons. This information can
readily be drawn from the gap analysis.

AGD Assistance
Under the PPDP, AGD can provide assistance
to PICs to develop and implement robust
regulatory frameworks for the collection and
use of forensic evidence. Subject to available
resources, this bilateral assistance may include:
•

assistance to undertake a gap analysis

•

assistance with law reform projects such as
reviewing police acts, and

•

participation in AGD’s Pacific Legal Policy
Twinning Program with a legal policy
project focused on forensic reform.1

AGD can also be contacted for any further
information on the model provisions including
questions regarding the drafting and the policy
behind the drafting.

•

police and police advisers

•

prosecutors

•

legal policy officers

•

public defenders

•

other agencies such as health departments

•

businesses such as telecommunications
providers

14

Further information on the Twinning Program can be found at:
<https://www.ag.gov.au/Internationalrelations/InternationalLegalAssistance/Pages/PacificLegalPolicyTwinningProgram.aspx>

Requests for bilateral assistance or queries
regarding the model provisions can be sent via
email to the Pacific Crime and Policing Section:
<pacific@ag.gov.au>.
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Appendix A

Foreign

Domestic

Telecommunications records Summary of offence thresholds and approval requirements
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Provision

Offence threshold

Approval required

Preservation order – s2.9

Necessary for law enforcement
purposes

Police officer

Disclosure of non-content
information – s2.12

Necessary for law enforcement
purposes

Senior police officer

Access to non-content
information as it is generated or
transmitted – s2.13

Offence punishable by at least
3 years imprisonment

Disclosure of content
information – s2.17

Offence punishable by at least 5
years imprisonment

Court

Foreign preservation
order – s2.30

Criminal matter involving a
serious offence under a law
of the foreign country
(but not a political offence)

Police Commissioner

Disclosure of non-content
information to a foreign
country – s2.35

Necessary for enforcement of
criminal law of foreign country

Police Commissioner

Disclosure of existing
noncontent information to a
foreign country – s2.37

Necessary for enforcement of
criminal law of foreign country

Access to non-content
information by foreign country
as it is generated or
transmitted – s2.39

Offence against law of foreign
country that is punishable by at
least 3 years imprisonment or
dual criminality

Approval under mutual
assistance legislation

Disclosure of content
information to a foreign country

Threshold contained in mutual
assistance legislation

Approval under mutual
assistance legislation

Senior police officer

Police Commissioner

Appendix B

Identifying Particulars Overview Type of forensic procedure that can be carried out on an adult
Adult

Consent

Order of Senior
Police Officer

Court Order

Suspect

Non-intimate and
intimate – s3.8

Non-intimate – s3.12

Non-intimate and
intimate – s3.15

Serious Offender

Limited
non-intimate – s3.22

Limited
non-intimate – s3.25

Limited
non-intimate – s3.28

Volunteer

Non-intimate and
intimate – s3.33

Not authorised

Not authorised

Type of forensic procedure that can be carried out on
a child or person with impaired mental capacity
Child or Person with
Impaired Mental Capacity

Consent of parent
or guardian

Order of
Senior Police Officer

Court Order

Suspect

Not authorised

Not authorised

Non-intimate and
intimate – s3.15

Serious Offender

Not authorised

Not authorised

Limited
non-intimate – s3.28

Volunteer

Non-intimate and
intimate – s3.33

Not authorised

Not authorised

Other

Not authorised

Not authorised

Non-intimate and
intimate – s3.39
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